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Preamble

1. Purpose and Scope

This guidance note provides comprehensive interpretation and implementation guid-
ance for the 18 requirements of Financial Intelligence Unit (FIU) operational inde-
pendence and autonomy as defined in Appendix B of the Egmont Group of Financial
Intelligence Units Charter. These requirements represent the international consen-
sus on what constitutes an operationally independent and autonomous FIU, capable
of performing its anti-money laundering and counter-terrorist financing (AML/CFT)
mandate free from undue influence or interference.

The guidance note is intended for multiple audiences: FIU practitioners seeking to
strengthen their operational independence; national authorities developing or revis-
ing FIU legislation and governance frameworks; peer reviewers and assessors evalu-
ating FIU compliance with international standards; and capacity-building providers
supporting FIU development.

2. International Legal Framework

The 18 requirements are grounded in two primary international frameworks:

FATF Recommendation 29 and Its Interpretive Note

The Financial Action Task Force (FATF) Recommendation 29 requires that countries
establish an FIU as to serve as a national centre for the receipt and analysis of sus-
picious transaction reports; and other information relevant to money laundering, as-
sociated predicate offences and terrorist financing, and for the dissemination of the
results of that analysis. The Interpretive Note to Recommendation 29 specifies that
the FIU must have operational independence and autonomy to perform its functions
freely. It must be protected from undue influence and interference by all external
bodies, including political, governmental, and industryinterests. It mustbe adequate-
ly resourced and maintain the confidentiality of the information it receives and the
intelligence it generates.
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Egmont Group Charter

The Egmont Group of Financial Intelligence Units, a global network of Financial In-
telligence Units, consisting of 186 FIU members, has established the Charter as the
foundational document defining FIU standards and best practices. Appendix B of
the Charter articulates the 18 requirements as the defining features of an operation-
ally independent and autonomous FIU. These requirements have been developed
through decades of peer experience, peer reviews, and the collective wisdom of the
global FIU community.

3. The Concept of Operational Independence and Autonomy

Operational independence and autonomy are not absolute concepts but rather exist
on a spectrum and must be understood in context.

They refer to the FIU’s ability to:

1) Perform its mandate free from undue influence and interference — The FIU
must be able to analyse financial intelligence, make dissemination decisions,
and cooperate with domestic and international partners based on objective
criteria and professional judgement, rather than political directives or external
pressure.

e  Maintain strict confidentiality — The FIU must protect the sensitive information
it receives from reporting entities and the intelligence it generates through anal-
ysis, ensuring that this information is not disclosed for purposes outside the
AML/CFT framework.

e  Operatewithinaclearlegalframework —Independence does not mean op-
erating outside the law. Rather, the FIU must have a clearly defined statutory
mandate that grants it the authority to perform its functions and protects it from
acting beyond its powers (ultra vires).

J Remain accountable for its actions — Operational independence is accompa-
nied by accountability. The FIU must be able to justify its activities, demonstrate
the sound management of public resources, and explain its decisions to desig-
nated oversight bodies in accordance with law.

2) Adapttoits national context — The 18 requirements do not prescribe a single
organisational model. FIUs may be independent agencies, located within a cen-
tral bank, Ministry of Finance, or law enforcement body. What matters is that
the requirements of independence and autonomy are respected regardless of
the structural arrangement
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4. Structure of This Guidance Note

Each of the 18 requirements is addressed in a separate guidance document following
a standardised 8-section format:

e Introduction: Context and significance of the requirement, including its relation-
ship to FATF Recommendation 29 and the Egmont Group Charter.

J Interpretation of the requirement: Detailed explanation of what the requirement
means, including its core elements and key concepts.

J Implementation Guidance: Practical guidance on how to implement the re-
quirement, organised into legislative requirements, governance mechanisms,
and administrative/structural considerations.

J Practical Implementation Measures: Concrete operational policies and capaci-
ty-building initiatives that FIUs can adopt.

e Case Examples: Real-world positive and negative examples illustrating good and
poor practice.

J Red Flags: Warning signs that the requirement may not be adequately met.

e  Monitoring and Evaluation: Methods for assessing compliance with the require-
ment over time.

e  Conclusion: Summary of the requirement’s importance and key takeaways.

5. Key Principles Underlying the Guidance

Principle 1: De Jure and De Facto Assessment

The evaluation of operational independence and autonomy should not be limited to
the examination of governance structures on paper (de jure). It must also take into
account how those structures are applied in practice (de facto). A structure that ap-
pearsindependentinlaw may be undermined by informal pressure, or conversely, an
FIU may achieve practical independence through strong institutional culture even if
its formal structure is less than ideal.

Principle 2: Confidentiality as a Core Safeguard

Operational independence is inextricably linked to the FIU’s obligation to protect
confidential information. The FIU cannot be independent if it is forced to disclose
sensitive information, the identities of reporting entities, or the details of ongoing
investigations. Confidentiality protections are not obstacles to accountability; they
are essential to the FIU’s ability to function independently.
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Principle 3: Accountability Enables Independence

Operational independence does not mean operating without oversight. Rather,
it means that oversight focuses on the FIU’s overall performance, financial man-
agement, and legal compliance, rather than on individual operational decisions. A
well-designed accountability framework builds public and governmental trust, which
in turn justifies and sustains the FIU’s independence.

Principle 4: Context Matters

The 18 requirements must be implemented in ways that respect national legal sys-
tems, constitutional frameworks, and institutional arrangements. An FIU’s indepen-
dence may be achieved through various structural models, including operating as an
independent agency, within a central bank, or within a law enforcement body, provid-
ed that the underlying principles are respected.

Principle 5: Independence is a Continuum

Operational independence and autonomy are not binary states but exist on a spec-
trum. FIUs in different jurisdictions may achieve varying degrees of independence
based on their national context. The goal is continuous improvement toward greater
independence, not the achievement of a perfect theoretical model.

6. Using This Guidance Note

For FIU Self-Assessment: FIUs can use this guidance to conduct a comprehensive
self-assessment of their operational independence and autonomy. The red flags and
monitoring sections are particularly useful for identifying areas of strength and areas
requiring improvement.

For Peer Reviews and Assessments: Peer reviewers and assessors can use this
guidance as a framework for evaluating FIU compliance with the 18 requirements.
The case examples and implementation guidance provide concrete benchmarks
against which to assess FIU practice.

For Capacity-Building: Capacity-building providers can use this guidance to design
training and technical assistance programmes aimed at strengthening FIU indepen-
dence. The practicalimplementation measures sectionis particularly relevant for this
purpose.

For Policy Development: National authorities developing or revising FIU legislation
and governance frameworks can use this guidance to ensure that their legal and ad-
ministrative arrangements support the 18 requirements.
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For International Cooperation: The guidance note can serve as a reference for in-
ternational partners seeking to understand and support FIU independence in other
jurisdictions.

7. Conclusion

The 18 requirements represent the international consensus on what constitutes
an operationally independent and autonomous FIU. By implementing these require-
ments in both form and substance, countries strengthen their FIUs’ capacity to com-
bat moneylaundering and terroristfinancing effectively, build public and international
trustin the FIU’s integrity and professionalism, and contribute to a more robust glob-
al AML/CFT framework.

Operationalindependence and autonomy are not luxuries for FIUs; they are essential
to the effective performance of the AML/CFT mandate. This guidance note is intended
to support all stakeholders in understanding, implementing, and sustaining the 18
requirements as the foundation of effective FIU operations.

"
| Guidelines
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Requirement 1

“The FIU has the authority and capacity to carry out its functions freely, in-
cluding the autonomous decision to analyse, request and/or disseminate
specific information”

1. Introduction

Requirement 1 aligns directly with FATF Recommendation 29 and its Interpretive
Note, which emphasise operational independence and the necessity for FIUs to act
without undue political, governmental, or industry influence or interference. FIUs
must uphold the principle that the law applies equally to all. FIUs should not be in-
fluenced in their work by the commercial interests of specific organisations. Neither
must they be swayed by political factors in their decisions as to which entities, indi-
viduals or financial activity they should focus on in their analytical work.

This guidance paper expands on the interpretation and practical implementation of
Requirement 1, informed by global best practices, the ECOFEL 2018 Paper on Under-
standing FIU Operational, and lessons learned from FIUs across different models.

2. Interpretation of the Requirement

Requirement 1 comprises three core elements:

2.1. Authority

The FIU must have a clear legal mandate enabling it to:
1) Receivedisclosures (e.g., STRs, CTRs, cross-border declarations);

2) Obtainadditionalinformation from reporting entities and competent authorities;

3) Conductoperational and strategic analysis, based on its own judgements as
which entities, individuals, and activity it should prioritise;

4) Disseminate intelligence spontaneously and upon request; and
5) Engage with domestic and international partners; and

6) The mandate must be explicitly embedded in primary legislation to prevent
terpretive ambiguity or administrative obstruction.
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2.2. Capacity

Capacity refers to the practical ability to exercise the FIU’s mandate. It includes:

1)

2)
3)

4)

Sufficient human resources with expertise in AML/CFT, analysis, IT security, and
legal matters;

Adequate technical systems for secure receipt, analysis, and dissemination;

Financial resources that are predictable and not subject to external leverage;
and

Access to the widest possible range of financial, administrative, and law
enforcement information (FATF R.29, IN para. 6).

2.3. Autonomy

Autonomy means the FIU must be able to act without:

1)
2)
3)

4)

5)

6)

Requirements for external approval in the exercise of its functions;
Informal influence, pressure, or direction;

Interference in decisions concerning analytical priorities, including which indi-
viduals, entities, or financial activities are subject to analysis;

Limitations imposed through administrative dependencies (e.g., Human Re-
sources, procurement, travel);

Administrative constraints arising from dependencies on other bodies (e.g.,
human resources, procurement, or travel approvals); and

Political, law enforcement, supervisory, industry, or parent-agency influence
over its analysis, dissemination decisions, or international cooperation activi-
ties, consistent with FATF Recommendation 29, paragraph 8.

3. Implementation Guidance

3.1. Legislative Requirements

Countries must ensure their legal framework:

1)

2)

Grants the FIU explicit functional autonomy in decision-making (analysis, re-
quests, dissemination);

Prohibits interference by any external body in operational decisions;

Page 8 of 125



3)

4)

Clearly distinguishes the FIU’s core functions when located within a host
authority (FATF R.29 para. 9); and

Provides functional protection from civil and criminal liability for actions taken
in good faith.

3.2. Governance Mechanisms

To operationalise autonomy, FIUs should adopt internal measures such as:

1)

2)

3)

4)

5)

Standard Operating Procedures (SOPs) governing analytical prioritisation,
information requests, and dissemination;

Decision logs documenting the rationale for requests,
refusals, and dissemination actions;

Internal review processes for sensitive cases to reinforce consistency while
maintaining decision-making independence;

Critically reviewing cases to detect and rectify bias in decisions as to what
activity should be analysed; and

Conflict of interest policies and mandatory declarations.

3.3. Administrative and Structural Considerations

Operational independence is a multidimensional concept. FATF recognises that ad-
ministrative dependencies, such as reliance on wider government Human Resourc-
es, IT, procurement, or travel approval systems, can undermine practical autonomy.

FIUs should therefore seek:

1)

2)
3)
4)
5)

Control over their own human resources recruitment and performance
management;

Control over procurement of IT systems, software, and analytical tools;
Direct budget execution authority;
Segregated IT infrastructure and secure facilities; and

Authority to determine travel based on operational needs and international
obligations.

Where full administrative separation is not feasible (e.g., in small jurisdictions), clear
safeguards and documented protocols should be adopted to prevent administrative
structures from exerting operational influence.
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4. Practical Implementation Measures

4.1. Operational Policies

FIUs should develop:

1)
2)
3)
4)

5)

6)

Risk-based frameworks for analysis and case prioritisation;
Secure communication channels;
Data confidentiality and access control protocols alighed with FATF R.29 para. 7;

Programmes of engagement with domestic partner agencies to reinforce key
messages over avoidance of bias;

Reporting mechanisms for detecting and escalating undue influence and inter-
ference, including self-referralto Regional Representatives where external actors
are seeking to influence FIU activity and undermine its autonomy; and

Processes to identify and report indications of political, governmental or indus-
try influence over other FIUs.

4.2. Capacity-Building

FIUs should:

1)
2)

Conductregular training on independence principles;

Use technology-driven audit trails for transparency;
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3) Maintain awareness of key developments in other jurisdictions, to assistin as-
sessing the potential for international requests to be politically motivated; and

4) Participate in Egmont and ECOFEL peer-learning programmes.

5. Case Examples

5.1. Positive Example

An FIU with full legislative autonomy disseminated intelligence on high-ranking politi-
calfigures despite external pressure. Because its law prohibited ministerial direction
andthe FIU controlledits own IT, staffing, and budget, itresisted interference and con-
tributed to a successful asset recovery operation.

5.2. Negative Example

A dependent FIU embedded within a ministry required external approval before dis-
seminating intelligence. When political figures were implicated, dissemination was
delayed for months, undermining both domestic enforcement and international co-
operation. Ratherthan allow the FIU to disseminate the intelligence it had developed,
the ministry directed the FIU to focus its attention on a set of people known to be op-
ponents of the government in the absence of sufficient evidence of criminal activity.

6. Red Flags

1) Requirements for external approval before analysis or dissemination;

2) Requirement imposed on the FIU to disclose operational information to a
host organisation;

3) Budget allocations controlled by host authorities or parent ministries;
4) HR decisions made outside FIU leadership;

5) Financial, ICT and HR matters are managed by host authorities or par-
ent ministries;

6) Shared IT systems with access by non-FIU personnel;
7) Case prioritisation influenced by political or industry actors;
8) Restrictions on obtaining additional information from reporting entities;

9) FIU is directed to focus their attention on opponents of the government in
the absence of sufficient evidence of criminal activity; and

10) Restrictions on accessing information from available state databases.
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7. Monitoring and Evaluation

Independent assessment of autonomy requires:

1)
2)
3)
4)

3)

6)

Internal audits of decision logs and dissemination cases;
External legislative compliance reviews;
Staff perception surveys on independence and interference;

Use of self-assessment tools such as the Egmont Biennial Census, the
ECOFEL Checklist or other specific forms supported by evidence;

Feedback from other FIUs, which may detect that requests for information are
motivated by political or commercial considerations; and

Obligation to report any changes affecting performance under this requirement.

8. Conclusion

Requirement 1 forms the cornerstone of FIU operational independence. True auton-
omyrequires notonly legal authority but also structural, administrative, financial, and
cultural independence. Countries should ensure that FIUs are empowered and pro-
tected to act decisively and without interference in their essential role supporting
AML/CFT efforts. FIUs should support one another in preserving autonomy by with-
holding cooperation where there are strong grounds to believe that a request for in-
formation is motivated by political orcommercialfactors. Where there are indications
that an FIU is being used systematically to protect partisan or commercial interests,
compliance action may follow.
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Requirement 2

“When an FIU is located within the existing structure of another authority,
the FIU’s core functions are distinct from those of the other authority”

1. Introduction

Requirement 2 operationalises a core dimension of FATF Recommendation 29 and
its Interpretive Note, particularly for FIUs that are administratively embedded within a
broader public authority (e.g., Ministry of Finance, Central Bank, Police, Prosecutor’s
Office).

Many jurisdictions adopt an institutional model in which the FIU forms part of a larg-
er organisation. International standards require that such institutional arrangements

must not compromise the functional distinctiveness, confidentiality, or operational
autonomy of the FIU.

This guidance provides interpretative clarity and practical implementation measures
to ensure that, where the FIU is located within another authority, its mandate, re-
sources, governance arrangements, and decision-making processes remain clearly
segregated, in line with FATF requirements and Egmont best practices.

2. Interpretation of the Requirement

Requirement 2 rests on the principle that institutional location must not translate
into functional dependence. It comprises three interrelated elements:

2.1. Functional Distinctiveness

The FIU must perform its core functions (receipt, analysis, and dissemination of fi-
nancial intelligence) exclusively and independently, without overlap or interference
from the host authority’s mandates.

This requires that:
1) The FIU’s mandate, powers and responsibilities are clearly defined in law and
regulation and are explicitly distinct from those of the host authority;

2) FIU analyticaldecisions cannot be subordinated to the operational priorities of
the host organisation;

3) FlUintelligence must notbe usedto serve non-AML/CFT objectives of the host
authority; and
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4)

FIU staff act solely under the FIU mandate when performing FIU functions. FIU
staff and management shall not hold or exercise functions within the host
authority or any other public body without the explicit authorisation of the The
Heads of FIU (HoFIUs).

2.2. Structural and Resource Segregation

Distinctiveness requires clear separation of resources from the host authority, in-
cluding:

1)
2)
3)

4)

5)

6)

Separate and access-restricted information technology systems;
Independent information and document management arrangements;

Physically segregated and access-controlled premises accessible only to au-
thorised FIU personnel;

Autonomous control over FIU staff, including recruitment, performance evalua-
tion, promotion, reassignment, and dismissal, subject to the HoFIU’s approval;
and

Autonomous control over a budget dedicated to the FIU, with safeguards pre-
venting unilateral reallocation by the host authority.

Without such segregation, confidentiality risks and undue influence and inter-
ference may arise, undermining both domestic effectiveness and international
cooperation.

2.3. Decision-making Independence within the Host Authori-

ty

Even when embedded, the FIU must retain:

1)

2)

3)
4)
3)

Exclusive authority over decisions concerning analysis, dissemination, interna-
tional cooperation, and case prioritisation;

Sole decision-making responsibilities regarding the agreement of Memorandum
of Understanding (MoU) with other FIUs and cooperation with other partners;

The exclusive right to make decisions over official travel by FIU staff;
Independent control over access to its information and systems; and

Aformalrole in decisions affecting its organisational integrity within the host
institution.
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3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal framework:

1)
2)

3)
4)

5)

6)
7)

8)

Recognises the FIU as a distinct functional unit within the host authority;

Establishes provisions to ensure the functional and technical autonomy of the
FIU;
Defines FIU functions as exclusive;

Establishes the resources allocated to the FIU guaranteeing its budgetary inde-
pendence;

Prohibits access by non-FIU personnel to FIU information, systems, and analyt-
ical outputs;

Requires explicit authorisation by the HoFIU for any reassignment of FIU staff;

Guarantees that STRs and other FIU domestic information cannot be used for
purposes outside AML/CFT except for lawful dissemination, and that informa-
tion received from other FIUs cannot be used for purposes outside AML/CFT
except with the prior consent of these FIUs; and

Protects the FIU from undue influence and interference, including political pres-
sure and management decisions within the host organisation.

3.2. Governance Mechanisms

To reinforce functional distinctiveness, FIUs should adopt governance mechanisms

such as:

1) Aformalinternal document defining the FIU’s autonomous role within the host
authority;

2) Directreporting lines from the FIU to senior oversight bodies, separate from
operational chains of the host institution;

3) Documented guidelines regulating interactions between FIU personnel and
other departments of the host authority; and

4) Mandatory confidentiality undertakings applicable to all FIU personnel,

including seconded or temporarily assigned staff.
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3.3. Administrative and Structural Considerations

Administrative integration may in many jurisdictions be unavoidable, but it must not
result in operational dependence.

To safeguard autonomy in practice, FIUs should ensure the following structural and
technical arrangements:

1)

2)

3)
4)
3)
6)

Dedicated data storage arrangements and analytical systems exclusively for FIU
operations;

Logistical and, where feasible, physical segregation from host authority
systems;

Independent access controls, audit trails, and cybersecurity protocols;
Separate document management systems dedicated to FIU functions;
FIU-specific information classification, access, and retention policies; and

Clear destruction and archiving procedures aligned with confidentiality
obligations.

Ifitis not possible to meet the aforementioned technological requirements, the host
authority must ensure that the FIU retains full control of its IT systems, as well as
controls over access rights and encryption.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs should develop internal policies covering:

1)
2)
3)

4)

5)

Segregation of duties between FIU and non-FIU functions;
Access control matrices for systems and information;

Documented procedures ensuring that any information sharing within the host
authority complies with the FIU’s legal mandate and confidentiality obligations;

Protocols for escalating attempts at undue influence or interference, including
unauthorised access to FIU information, systems or operations; and

A robust internal review regime to monitor the effectiveness of arrangements to
keep the FIU’s function and resources segregated from those of the host organi-
sation.
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4.2. Capacity-Building

Functional distinctiveness does not imply isolation. FIUs embedded within a host
authority should:

1) Participate in relevant managerial and strategic discussions affecting budget,
staffing, or infrastructure;

2) Have a consultative or decision-making role in organisational reforms
impacting FIU operations; and

3) Ensure that institutional changes do not weaken FIU
autonomy or confidentiality safeguards.

5. Case Examples

5.1. Positive Example

An FIU integrated into a Central Bank maintains its own secure wing and dedicated
data storage facilities. Although the Bank’s HR department processes the payroll, no
staff member can be transferred out of the FIU without the HoFIU’s written consent.
During an investigation involving entities closely linked to the Bank’s Board, the FIU
was able to conduct its analysis in total secrecy, as no one outside the FIU had phys-
ical or digital access to the case files.

5.2. Negative Example

An FIU embedded within a ministry where the IT systems are shared and managed
by ministry staff. Because the ministry’s IT administrators had “super-user” access,
they were able to view logs of information requests sent to reporting entities. This led
to a breach of confidentiality when a sensitive request regarding a politically exposed
person was leaked to the ministry’s leadership before the analysis was completed.

6. Red Flags

1) FIU offices are located in open-plan areas shared with other departments
without restricted access controls;

2) FIU staff are subject to routine rotation or reassignment by the host authority;

3) The FIU usesthe same document management or “registry” system as the host
authority, allowing non-FIU clerks to see incoming/outgoing intelligence corre-
spondence;
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4) Host authority leadership requires “pre-briefings” on specific disseminations
before they are sent to competent authorities;

5) Strategic or political pressure from the host authority influences the selection of
cases;

6) The FIU requires budget approvals or is exposed to funding cuts;

7) Host authority personnel have access, whether direct or indirect, to FIU data,
systems, or working files, including through technical or administrative privileg-
es; and

8) Host authority can delay, block, or influence FIU disseminations or external
information exchanges.

7. Monitoring and Evaluation
Assessing the effectiveness of functional distinction requires:
1) Technical IT Audits: Regular testing of network segregation and server
security;

2) Physical Security Reviews: Inspections of access control logs for FIU
premises;

3) Regularreview of legal and internal governance documents;

4) The existence and adequacy of legal provisions ensuring the functional
separation of the FIU’s activities;

5) Regularassessmentofwhether FIUfunctionsandresources remain effectively
segregated from those of the host authority in practice;

6) Periodic verification that access to FIU systems, information, and premises is
restricted to authorised FIU personnel only;

7) Monitoring of any staff reassignment or additional functions to ensure
compliance with the requirement for HoFIU authorisation;

8) Regular external legislative compliance reviews;

9) Regular use of self-assessment tools such as the Egmont Biennial Census,
ECOFEL Checklist or other specific forms, supported by evidence; and

10) Obligation to report any changes affecting performance under this requirement.
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8. Conclusion

The location of an FIU within another authority must not compromise its indepen-
dence. Functional distinction is the mechanism that ensures that, while sharing an
institutional roof, the FIU remains a secure and autonomous entity. True distinction
requires not only legal recognition, but also the physical, digital, and administrative
segregation of resources to preserve the trust of international partners and the integ-
rity of the financial intelligence system.
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Requirement 3

“The FIU has functional protection, which protects it from liability”

1. Introduction

Requirement 3 operationalises a core dimension of FATF Recommendation 29 and
its Interpretive Note (specifically paragraph 8), which require that the FIU mustbe able
to perform its functions freely and without undue influence or interference. This re-
quirement addresses the critical need for functional protection, both legal immunity
and operational safeguards, for the FIU and its employees.

Functional protection is a foundational element of an FIU’s independence and ef-
fectiveness. It ensures that the FIU can execute its mandate, and its employees can
discharge their duties objectively, without fear of legal retaliation or operational in-
terference when acting in good faith. Without such legal immunity and operational
protection, litigation risks or external pressure may be weaponised to exert undue
influence or interference, obstruct investigations, or delay critical analytical work.
In environments lacking these protections, the FIU’s operations are inherently weak-
ened, and the fulfilment of its mandate is severely hampered.

2. Interpretation of the Requirement

Requirement 3 rests on the principle that legal and operational safeguards must be
robust enough to shield the FIU from retaliatory actions while maintaining strict ac-
countability. It comprises three interrelated elements:

2.1. Legal Immunity for Good Faith Actions

Functional protection requires explicit legal immunity that shields the FIU as an in-
stitution, and its personnel individually, from civil, criminal, or administrative liability
when they are acting in good faith and within their legal mandate. This immunity en-
sures that staff can receive, analyse, and disseminate financial intelligence without
the chilling effect of potential lawsuits or retaliatory criminal complaints designed to
intimidate or obstruct their work.
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2.2. Operational Safeguards against Interference

Beyond legal immunity, functional protection encompasses the institutional, gover-
nance, and procedural measures that allow the FIU to function independently. These
safeguards prevent the misuse of legal or administrative proceedings to restrict or de-
lay FIU activities. They ensure that analytical decisions are based solely on objective
evidence and risk assessments, rather than defensive calculations about potential
personal or institutional liability.

2.3. The Principle of Legality and Accountability

Functional protection is not absolute; it is strictly circumscribed by the principle of
legality. The protection does not extend to conduct perpetrated in bad faith, abuse of
authority, corruption, or acts committed outside the FIU’s legal mandate. This limita-
tion ensures that while the FIU is protected from undue interference, it remains fully
accountable for operating within the boundaries of the law.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal framework:
1) Provides explicit legalimmunity for the FIU and its employees against civil and
criminal liability for acts performed in good faith and within the FIU’s mandate.

2) Clearly specifies the scope of protected acts (e.g., receiving, analysing, and
disseminating suspicious transaction reports).

3) Explicitly defines the limitations of this protection, confirming it does not cover
acts of corruption, bad faith, or actions outside the statutory mandate.

4) Ensuresthat members of the judiciary and other competent authorities are for-
mally informed of the FIU’s functions, obligations, and the statutory protections
afforded to its staff.
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3.2. Governance Mechanisms

To operationalise functional protection, FIUs should adoptinternal measures such as:

1)

2)

3)

4)

Establishing a clear organisational structure that defines roles, responsibilities,
and reporting lines to ensure all actions are taken within the authorised man-
date.

Developing comprehensive SOPs covering the receipt, analysis, and dissemina-
tion of intelligence, providing a documented basis to prove actions were taken
in good faith and according to established protocols.

Implementing robust internal mechanisms to investigate alleged breaches of
rules or the misuse of functional protection by staff.

Monitoring employee conduct to ensure strict adherence to ethical standards,
thereby maintaining the legitimacy of the functional protection claimed.

3.3. Administrative and Structural Considerations

FIUs should ensure that:

1)

2)

3)

The statutory mandate defining functions, powers, and responsibilities is unam-
biguous, leaving no doubt as to what constitutes an “official act.”

Personnel receive continuous training emphasising the importance of impartial-
ity, objective decision-making, and the ethical boundaries of their legal protec-
tions.

Proper, securerecords of decisions and actions are maintained to demonstrate
accountability and transparency if an action is subsequently challenged.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs should develop and enforce institutional policies that translate legal protec-
tions into daily practice. This includes establishing clear protocols for documenting
the rationale behind sensitive analytical decisions and disseminations. Furthermore,
policies must outline the institutional support, including legal representation, that
will be provided to staff members who face retaliatory lawsuits or complaints arising
from the proper execution of their duties.
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4.2. Capacity-Building
FIUs should conduct regular training programmes focused on:

1) The precise scope and limitations of functional protection under national law.

2) Ethical conduct, professional standards, and the identification of conflicts of
interest.

3) Risk management and objective decision-making frameworks for handling
highly sensitive or politically exposed cases.

4) The responsibilities of senior management in supporting and protecting
employees who face external pressure or legal threats.

5. Case Examples

5.1. Positive Example

An FIU operating under a robust legal framework benefits from explicit statutory
provisions shielding its analysts from civil liability when disseminating intelligence
in good faith. During a complex investigation into a network of politically exposed
persons, the subjects of the investigation attempted to file civil defamation lawsuits
against individual FIU analysts to halt the probe. Because the national legislation
clearly provided functional protection, the courts swiftly dismissed the lawsuits at
a preliminary stage. The FIU management provided full legal support to the analysts
throughout the brief process. Consequently, the analysts were able to complete their
work without intimidation, leading to a successful dissemination to law enforcement
and subsequent asset recovery.

5.2. Negative Example

In a jurisdiction where the legal framework lacked explicit functional protection for
FIU staff, analysts uncovered a sophisticated money laundering scheme involving
influential business figures with close ties to the government. Fearing personal civ-
il liability and lacking institutional legal support, the analysts adopted a “defensive
analysis” approach, deliberately slowing down the investigation and requesting ex-
cessive, unnecessary documentation to delay making a dissemination decision. The
influential figures eventually learned of the preliminary inquiries and threatened the
analysts with personal lawsuits for breach of commercial confidentiality. Without
statutory immunity, the FIU leadership capitulated, and the intelligence was never
disseminated, allowing the illicit activity to continue unchecked and severely
damaging the FIU’s credibility with international partners.

Page 23 of 125



6. Red Flags

1)

2)

3)

4)

5)

6)

The absence of explicit legal provisions granting immunity to FIU employees
against civil, criminal, or administrative liability for actions taken in good faith.

A lack of institutional policies or resources to provide legal representation and
support for staff facing retaliatory lawsuits.

Evidence of a “defensive analysis culture” where staff routinely avoid or delay
examining high-profile, politically connected, or well-resourced subjects due to
fear of personal repercussions.

Laws or regulations that define functional protection so vaguely that staff can-
not be certain which actions are protected.

The absence of internal oversight mechanisms to monitor and prevent the mis-
use of authority, leaving the FIU vulnerable to accusations of bad faith.

Failure to properly document analytical decisions and the rationale for dissem-
inations, making it difficult to prove actions were taken in good faith if chal-
lenged.

7. Monitoring and Evaluation

Independent assessment of functional protection requires:

1)

2)

3)

4)

3)

Comprehensive legal and regulatory reviews to ensure functional protection is
explicitly codified and aligns with FATF Recommendation 29 and Egmont Group
Principles.

Evaluation of how functional protection operates in practice, including a review
of past cases where FIU staff faced legal action or threats, to assess the effec-
tiveness of institutional responses.

Operational procedures reviews to verify that employees clearly understand the
extent and limitations of their legal protections.

Staff perception surveys to gauge whether employees feel sufficiently protected
to make objective decisions in sensitive cases without fear of personal liability.

Regular use of self-assessment tools, such as the Egmont Biennial Census or
ECOFEL Checklist, supported by documented evidence of implementation.
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8. Conclusion

Requirement 3 serves as a foundational safeguard for an FIU’s effective functioning.
Functional protection is the mechanism that enables institutions to operate inde-
pendently, efficiently, and credibly in high-stakes environments. By safeguarding em-
ployees who act in good faith, jurisdictions ensure the impartial performance of du-
ties, reinforce accountability, and preserve the integrity of national and international
AML/CFT frameworks. In the absence of such protections, the threat of litigation or
external pressure becomes a potent weapon to obstruct the FIU’s mandate, thereby
undermining the broader financial integrity system. When an FIU meets the required
standards in this area, its employees have the confidence to act on their professional
judgement, empowered to make objective decisions without fear of adverse personal
consequences.
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Requirement 4

“The HoFIU defines the job profile of senior management and staff”

1. Introduction

Requirement 4 operationalises a core dimension of FATF Recommendation 29 and
its Interpretive Note (specifically paragraph 10), which require that countries ensure
the FIU maintains high professional standards, including standards concerning con-
fidentiality, and that its staff are of high integrity and appropriately skilled.

The HoFIU and the FIU’s senior management possess the most accurate understand-
ing of the unit’s specific operational, analytical, and technical needs. Consequently,
the HoFIU must have the explicit authority to define the job profiles of management
and staff. This ensures that recruitment processes focus precisely on the special-
ised skills and competencies required to perform the FIU’s core functions effectively.
When external bodies dictate job profiles or impose personnel without the HoFIU’s
approval, the FIU risks acquiring staff who lack the necessary expertise or, worse,
whose loyalties lie outside the unit, thereby compromising both operational effec-
tiveness and institutional independence.

2. Interpretation of the Requirement

Requirement 4 rests on the principle that control over human capitalis a fundamental
prerequisite for operational independence. It comprises two interrelated elements:

2.1. The Authority to Define Profiles and Select Personnel

The HoFIU must have a clear, unencumbered mandate to determine the composition
of the FIU’s workforce. This includes the authority to define and regularly update job
descriptions to reflect emerging financial crime threats and shifting operational pri-
orities. Furthermore, the HoFIU must have the authority to define the organisational
structure of the unit, allocating human resources to specific sections based on stra-
tegic needs. Crucially, the HoFIU must manage or have decisive input into the re-
cruitment process, ensuring that candidates are evaluated against the specific AML/
CFT competencies required for the role.
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2.2. Exclusion of External Influences

To maintain operational independence, the HoFIU must be free from undue external
influence and interference in personnel selection. This means the law or governing
framework must guarantee that no individual can be assigned, seconded, or trans-
ferred to work within the FIU from an external agency or ministry without the explicit
approval of the HoFIU. Similarly, external actors, whether political figures or officials
from a host ministry, must be prohibited from interfering with the HoFIU’s choices
when defining job descriptions or selecting candidates.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal framework:

1)

2)

3)

4)

Grants the HoFIU independent and autonomous decision-making powers in
personnel appointments, ensuring selections are based on objective assess-
ments of qualifications and merit.

Explicitly prohibits external actors from intervening in the hiring, reassignment,
or dismissal of FIU management and staff.

Empowers the HoFIU to independently define, review, and amend job descrip-
tions and organisational structures as operational needs evolve.

Prevents the automatic or unapproved assignment of external personnel to per-
form FIU duties, including acting in the capacity of the HoFIU during temporary

absences.

3.2. Governance Mechanisms

To operationalise this requirement, FIUs should adopt internal measures such as:

1)

2)

3)

4)

Establishing a clear, documented organisational structure that defines the
roles, responsibilities, and reporting lines of all staff and senior management.

Creating comprehensive job descriptions that explicitly require relevant AML/
CFT expertise, analytical skills, ortechnical knowledge appropriate to the role.

Implementing formal procedures for the regular review and updating of job pro-
files to ensure they remain alighed with current money laundering and terrorist
financing typologies.

Maintaining transparent, documented records of all recruitment and selection
processes to demonstrate that hiring decisions were merit-based and free from
external influence and interference.
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3.3. Administrative and Structural Considerations

FIUs should ensure that:

1)

2)

3)

Even when embedded within a larger host organisation (such as a Central Bank
or Ministry of Finance), the FIU retains the delegated authority to determine its
own job profiles and make final decisions regarding the recruitment of its per-
sonnel.

Where the FIU performs multiple functions (e.g., supervision alongside intel-
ligence analysis), there is a clear separation of roles, with job profiles tailored
specifically to the core intelligence function.

Recruitment processes are designed to evaluate not just technical compe-
tence, but also the integrity and ability of candidates to handle highly confiden-
tial information.

4. PracticalImplementation Measures

4.1. Operational Policies

FIUs should develop and enforce institutional policies that govern the selection and
recruitment process. These policies must be designed to explicitly exclude external
influence and interference, establishing clear, objective criteria for candidate evalu-
ation. Job profiles must be highly specific, focusing on required AML/CFT expertise
rather than generic administrative skills. Furthermore, the FIU should establish inter-
nal processes that support the continuous development of expertise among recruit-
ed staff, facilitating the sharing of knowledge and experience within the unit.

4.2. Capacity-Building

FIUs should ensure that:

1)

2)

3)

The selection of staff and senior management rigorously evaluates their practi-
cal experience and technical expertise in financial investigation or analysis.

Human resources staff and senior management receive regular training on spe-
cialised recruitment techniques, and participate in peer-learning programmes
(such as those offered by Egmont and ECOFEL) to understand global best prac-
tices in FIU staffing.

Succession planning and recruitment pipelines are maintained to ensure that
key positions do not remain vacant for prolonged periods, which could other-
wise create vulnerabilities or operational gaps.
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5. Case Examples

5.1. Positive Example

An FIU identified an emerging threat involving the use of complex virtual asset net-
works for terrorist financing. Because the HoFIU possessed the statutory authority to
define job profiles and restructure the unit independently, they immediately created
a new “Digital Assets Analysis” section. The HoFIU drafted highly specific job profiles
requiring expertise in blockchain forensics and recruited three specialised analysts
from the private sector within two months. This agile, independent HR capability al-
lowed the FIU to rapidly adapt to the new threat landscape and successfully dissemi-
nate criticalintelligence to law enforcement, unhindered by the slow, generic recruit-
ment processes of the broader civil service.

5.2. Negative Example

An FIU was established as a department within a Ministry of Finance. The Ministry’s
centralHR departmentretained exclusive controlover alljob profiles and recruitment.
When the FIU needed to hire senior strategic analysts, the Ministry insisted on using
generic “policy officer” job descriptions that lacked any requirement for AML/CFT
knowledge or financial analysis experience. Furthermore, the Ministry transferred
several underperforming staff members from other departments into the FIU without
consulting the HoFIU. Consequently, the FIU was staffed by individuals who lacked
the necessary expertise to analyse complex suspicious transaction reports, leading
to a massive backlog of unanalysed data and a severe degradation in the quality of
intelligence disseminated to competent authorities.

6. Red Flags

1) Legal amendments or administrative directives that dilute the HoFIU’s
decision-making powers regarding personnel.

2) Unexplained staff reassignments, or the removal of FIU officials by external au-
thorities without the HoFIU’s consent.

3) Theimposition of predefined, generic job description forms by a host agency
that cannot be tailored or redesigned by the HoFIU to require AML/CFT exper-
tise.

4) Evidence of political or external interference in the selection of candidates for
FIU positions.
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5)

6)

7)

Changes to personnel security and staff vetting standards for FIU staff imple-
mented by external bodies without obvious good cause or consultation.

Key FIU positions left vacant for prolonged periods because external HR depart-
ments fail to prioritise FIU recruitment.

The routine use of “acting” heads or staff rotated from a host body, creating
institutional dependence and diluting specialised expertise.

7. Monitoring and Evaluation

Independent assessment of this requirement requires:

1)

2)

3)

4)

5)

Reviewing the legal and regulatory framework to confirm it explicitly grants the
HoFIU the right to make personnel decisions independently.

Examining FIU job profiles to verify they contain specific requirements relating to
AML/CFT expertise, financial analysis, or relevant technical knowledge.

Auditing recruitment documentation to ensure selection processes are trans-
parent, merit-based, and free from external interference.

Monitoring staff reassignments and transfers to ensure strict compliance with
the requirement for HoFIU authorisation.

Conducting regular external legislative compliance reviews and utilising self-as-
sessment tools (such as the Egmont Biennial Census) supported by concrete
evidence of HR autonomy.

8. Conclusion

Requirement 4 serves as a foundational safeguard ensuring that an FIU is staffed by
individuals with the highly specialised skills and competencies necessary to execute
its mandate. The lack of knowledgeable staffis a critical vulnerability that significantly
limits an FIU’s ability to produce high-quality financial intelligence and support law
enforcement investigations. Beyond mere competence, the authority to define job
profiles and select staff is a vital mechanism for insulating the FIU from external in-
terference. When a HoFIU controls who enters the unit, they can build a culture of
integrity, confidentiality, and operational independence, ensuring the FIU remains a
trusted and effective component of the global AML/CFT network.
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Requirement5

“The FIU is provided with adequate financial, human and technical re-
sources, inamannerthatsecures and promotes its autonomy and indepen-
dence and allows it to conduct its mandate effectively”

1. Introduction

Requirement 5 aligns directly with FATF Recommendation 29 and its Interpretive Note
(specifically paragraph 9), which explicitly require that the FIU be provided with ade-
quate financial, human, and technical resources to perform its functions effectively.

Operational independence is an illusion if an FIU is starved of the resources neces-
sary to execute its mandate. In determining whether sufficient resources have been
attributed, an assessment must evaluate whether the FIU possesses the financial
backing, personnel, and technological infrastructure required to securely receive,
analyse, and disseminate financialintelligence. Crucially, the manner in which these
resources are provided must secure and promote the FIU’s autonomy. The budget-
ary processes and resource allocation procedures must be predictable and shielded
from external leverage, ensuring that funding cannot be used as a mechanism for un-
due influence and interference, such as political pressure or operational influence.

2. Interpretation of the Requirement

Requirement 5 addresses three distinct but interdependent categories of resources,
linkingtheir adequate provision directly to the FIU’s capacity to function autonomous-
ly and effectively:

2.1. Financial Resources

The FIU must have sufficient, predictable financial resources that are not subject to
arbitrary external leverage. While institutional models vary widely, the core require-
mentis that the budget must adequately cover the FIU’s operational needs. This can
be achieved through an independent budget appropriated directly by parlia-
ment, or a ring-fenced allocation within a host ministry’s budget. Regardless of the
model, once the budget is set, the HoFIU must have the authority to execute it andto
deploy fundsto hire personnel, acquire assets, and perform activities according to in-
stitutional priorities without requiring case-by-case external approval. Furthermore,
competitive remuneration packages are essential to attract and retain qualified staff,
thereby protecting the FIU from the vulnerabilities associated with high turnover and
uncompetitive compensation.

Page 31 of 125



2.2. Human Resources

The FIU must maintain a workforce with specialised expertise in AML/CFT, financial
analysis, IT security, and legal matters. “Adequacy” in human resources is not a static
number; it must be dynamically aligned with the specific context of the jurisdiction.
Staffing levels must correspond to the size and complexity of the financial and Des-
ighated Non-Financial Businesses and Professions (DNFBPs) sectors, the national
risk profile, the volume of incoming suspicious transaction reports (STRs), and the
specific responsibilities vested in the FIU. A highly advanced IT system, for example,
requires specialised personnel to operate and maintain it effectively.

2.3. Technical Resources

The FIU must possess the technical infrastructure necessary to securely receive,
process, analyse, and disseminate highly sensitive information. This includes secure
databases, advanced analytical software, and robust cybersecurity protections. For
FIUs embedded within a larger administrative body, these technical resources must
be dedicated exclusively to the FIU. Material and technical assets must not be repur-
posed or accessed by other organisational units without the explicit, written consent
of the HoFIU, ensuring that data security and operational independence are never
compromised.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal framework:

1) Grants the FIU explicit autonomy over its resources, ensuring budgetary predict-
ability and stability.

2) Clearly distinguishes and ring-fences the FIU’s resources when it is located
within a host authority, in strict accordance with FATF R.29 Interpretive Note
paragraph 9.

3) Providesthe HoFIU with direct budget execution authority, prohibiting external
bodies from interfering with or conditioning the allocation of funds once the
overall budget has been approved.

Page 32 of 125



3.2. Governance Mechanisms

To operationalise resource adequacy and autonomy, FIUs should adopt internal mea-
sures such as:

1)

2)

3)

Establishing a stable, multi-year budgetary planning process that allows the
FIU to forecast needs and deploy resources strategically without facing sudden,
unexplained shortfalls.

Implementingtransparentinternalfinancial controls and reporting mechanisms
to ensure accountability for the funds executed by the HoFIU.

Developing documented protocols that govern the use of shared resources (in
cases where full administrative separation from a host agency is not feasible)
to prevent those operational shared structures from being used to exert undue
influence or interference.

3.3. Administrative and Structural Considerations

Administrative dependencies, such as reliance on a wider government’s IT procure-
ment or HR approval systems, can severely undermine practical autonomy.
FIUs should therefore seek:

1)

2)

3)

Control over their own human resources recruitment and performance manage-
ment within the allocated budget.

Control over the procurement of IT systems, software, and analytical tools,
ensuringthattechnicalacquisitions are driven by intelligence needs ratherthan
generic government IT policies.

The ability to supplement core government funding with alternative, con-
flict-free revenue streams where legally permissible (e.g., portions of asset
forfeiture funds or supervisory levies), provided these do not compromise inde-
pendence.
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4. Practical Implementation Measures

4.1. Operational Policies

FIUs should develop and enforce policies that ensure resources are deployed effi-
ciently and securely. This includes implementing risk-based frameworks for case pri-
oritisation to manage workloads effectively when human resources are stretched.
Furthermore, the FIU must establish strict data confidentiality and access control
protocols for its technical resources, ensuring alignment with FATF R.29 Interpretive
Note paragraph 7. The FIU should also maintain formal reporting mechanisms to de-
tect and escalate instances where budgetary constraints are being used to exert un-
due influence or as direct interference.

4.2. Capacity-Building
FIUs should ensure that:

1) Financial and administrative staff within the FIU receive regular training on inde-
pendence principles and public financial management.

2) Technology-driven audit trails are utilised to provide transparency and account-
ability regarding how technical and financial resources are deployed.

3) The FIU actively participates in peer-learning programmes to benchmark its
resource levels and technological capabilities against international best prac-
tices.

5. Case Examples

5.1. Positive Examples

1) FlIUs operate under a variety of budgetary arrangements that can satisfy this
requirement. In some jurisdictions, the FIU has its own independent budget
appropriated directly by parliament, with the HoFIU fully accountable for expen-
diture and empowered to deploy both human and financial resources. In others,
the budget is set at ministerial level, but once allocated, the HoFIU retains full
authority to determine how resources are used, including hiring personnel, ac-
quiring assets, and commissioning services. In addition to core budget alloca-
tions, FIU resources may be supplemented by fees from supervisory functions,
proceeds from AML/CFT sanctions, national levies, or contributions from inter-
national organisations, provided conflicts of interest are excluded.
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2)

An FIU embedded within a Central Bank negotiated a formal, multi-year funding
agreement. Under this arrangement, the FIU’s budget is presented as an inde-
pendent, ring-fenced item within the Bank’s broader budget, defined entirely by
the FIU’s annual strategic goals. Once approved by the Bank’s Board, the HoFIU
has absolute discretion to execute the budget. When a sudden surge in com-
plex virtual asset STRs occurred, the HoFIU was able to immediately reallocate
funds internally to procure specialised blockchain tracing software and hire two
expert analysts, without needing to seek secondary approvals from the Central
Bank’s procurement or HR departments. This financial agility allowed the FIU to
effectively address the emerging threat while maintaining its operational inde-
pendence.

5.2. Negative Example

1)

An FIU operating as a department within a Ministry of Justice lacked a distinct
budget line. Each year, the FIU had to submit ad-hoc funding requests to the
Ministry’s centralfinance department for basic operational needs. Following
the FIU’s dissemination of an intelligence report implicating associates of the
Minister, the finance department began subjecting the FIU’s requests to exces-
sive scrutiny. Approvals for routine analytical software licence renewals were
delayed for months, and requests to fill vacant analyst positions were denied
citing “broader departmental constraints.” This deliberate financial strangula-

tion effectively crippled the FIU’s technical capabilities and severely reduced
its analytical output, demonstrating how the lack of resource autonomy can be
weaponised to compromise operational independence.

6. Red Flags

1)

2)

3)

4)

3)

Frequent, unexplained delays in budget approvals or the release of allocated
funds, resulting in late payment of salaries or operational disruptions.

Budget lines for the FIU are entirely subsumed within a host body’s accounts,
providing no separate appropriation or visibility.

The FIU experiences significant, unjustified funding cuts, particularly following
changes in political leadership or the dissemination of sensitive intelligence.

Accessing or utilising the approved budget is excessively burdensome, requiring
multiple layers of external approval for routine operational expenditures.

The FIU’s budget steadily declines over several years despite an expanding
mandate or an increasing volume of incoming STRs.
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6)

7)

While the FIU appears to have sufficient human resources on paper, a signifi-
cant number of critical positions remain unfilled due to external hiring freezes.

FIU staff remuneration is highly uncompetitive compared to the regulated pri-
vate sector or other relevant government agencies, leading to severe retention
issues and a loss of expertise.

7. Monitoring and Evaluation

Independent assessment of resource adequacy and autonomy requires:

1)

2)

3)

4)

3)

Reviewing the statutory and administrative frameworks governing the FIU’s bud-
get formulation and execution processes.

Conducting internal audits of financial deployment to ensure funds are allocat-
ed according to the FIU’s stated operational priorities.

Analysing staffing data, including vacancy rates, turnover metrics, and remuner-
ation benchmarking, to assess the adequacy of human resources.

Evaluatingthe FIU’s technicalinfrastructure against the volume and complexity
of the data it is required to process.

Utilising self-assessment tools (such as the Egmont Biennial Census) and ex-
ternal legislative compliance reviews to verify that resource provision secures,
rather than undermines, operational independence.

8. Conclusion

Requirement5recognisesthat operationalindependenceis closelylinkedtoresource
adequacy and financial autonomy. An FIU cannot function effectively if it lacks suffi-
cient funding, skilled staff, or appropriate technology. Providing adequate financial,
human, and technical resources, and granting the HoFIU authority to deploy them
without interference, is a fundamental prerequisite for an effective AML/CFT regime.
A well-resourced and financially autonomous FIU has the resilience and agility to
address complex financial crime objectively and effectively. Where an FIU does not
have a fully independent budget, compliance may still be achieved if funding is suffi-
cient and the HoFIU retains meaningful control over its use.
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Requirement 6

“The FIU obtains and deploys the resources needed to carry out its func-
tions on an individual or routine basis, free from any undue political, gov-
ernment or industry influence or interference, which might compromise
its operational independence.”

1. Introduction

Requirement 6 addresses the practical, day-to-day financial and administrative di-
mension of operational independence. It operationalises FATF Recommendation 29
and its Interpretive Note (specifically paragraphs 8 and 9), which require that FIUs
have the operational independence, capacity, and resources necessary to perform
their functions effectively without undue influence and interference.

While Requirement 5 focuses on the adequacy of resources, Requirement 6 focus-
es on the control and deployment of those resources. It ensures the FIU is not only
formally independent on paper but possesses the practical ability to function auton-
omously through secure, predictable control over its budget, staffing, and technical
capabilities. Operational independence is fundamentally unsustainable if the FIU
lacks delegated authority over its resources or is subject to discretionary, case-by-
case external approvals that can be used to exert influence, delay operations, or in-
flict retribution.

2. Interpretation of the Requirement

Requirement 6 comprises four interrelated principles that underpin the FIU’s ability
to obtain and deploy resources independently:

2.1. Ability to Obtain Resources Free from Undue Influence or
Interference

The process for allocating resources to the FIU must be transparent, rules-based, and
shielded from arbitrary or retaliatory actions. “Undue influence or interference” re-
fers to actions, whether from political, governmental, or industry actors, that attempt
to condition funding on specific operational outcomes or use budgetary constraints
to punish the FIU for its analytical decisions. While legitimate oversight and account-
ability for public funds are necessary and do not constitute undue influence, the line
is crossed when financial oversight mechanisms are weaponised to exert operational
control.
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2.2. Autonomy in Deploying Resources

The FIU must have the delegated authority to manage its approved budget and to
decide exactly how its financial, human, and technical resources are deployed in
practice, in strict alignment with its operational needs. This includes the ability to al-
locate resources across competing priorities: such as acquiring new analytical tools,
upgrading IT systems, funding specialised training, or facilitating international en-
gagement, without requiring external approvals for routine expenditures. This auton-
omy is essential to ensure that the FIU can respond in an agile and effective manner
to evolving financial crime risks and shifting workloads.

2.3. Distinct Management

For an FIU embedded within a larger host authority (such as a Ministry or Central
Bank), its resources must be clearly identifiable, ring-fenced, and managed under
the FIU’s direct control. The co-mingling of budgets or shared control over human
resources with the host entity creates structural dependencies and vulnerabilities.
These dependencies can easily erode operational independence, allowing the host
entityto subtly dictate FIU priorities by controlling the flow of essentialresources, even
if legal autonomy theoretically exists.

2.4. Accountability and Reporting

The FIU’s autonomy in obtaining and deploying resources must be counterbalanced
by robust internal controls, clear delegation of authority, and appropriate ex-post
reporting to designated oversight bodies. This accountability ensures sound finan-
cial management, protects the institutional integrity of the FIU, and reinforces public
trust. Crucially, this accountability must be structured to preserve the FIU’s opera-
tional independence in its day-to-day decision-making, focusing on financial propri-
ety rather than operational interference.
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3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal framework:

1)

2)

3)

4)

Explicitly recognises the FIU’s administrative and financial autonomy concern-
ing the execution of its budget, staffing decisions, and technical resource man-
agement.

Establishes a transparent, predictable, and rules-based budgetary process for
the FIU, protecting itfrom arbitrary in-year cuts, freezes, or conditionalreleases
linked to specific operational activities.

Empowers the HoFIU to approve, or formally delegate the approval of, routine
operationalexpenditures, procurements, and recruitment within the confines of
the approved budget.

Mandates that the FIU’s budget is distinct and visible, not subsumed or hidden
within a larger host authority’s general budget line, so that its allocation and use
can be transparently tracked and protected.

3.2. Governance Mechanisms

To operationalise this requirement, FIUs should adopt internal measures such as:

1)

2)

3)

Developing a formal internal charter, statute, or equivalent instrument that
clearly setsoutfinancialand administrative procedures, safeguarding the FIU’s
autonomy while ensuring strict compliance with national public financial man-
agementrules.

Establishing dedicated financial and administrative staff or units within the FIU,
reporting directly to the HoFIU or through delegated authority, to manage day-
to-day resource deployment independently of host authority administrators.

Creating documented operational procedures for procurement, recruitment,
and travelthat translate the formallegal frameworkinto practical, efficient steps
based solely on operational needs.

Page 39 of 125



3.3. Administrative and Structural Considerations

FIUs should seek to establish structural safeguards that prevent administrative bot-
tlenecks from becoming tools of operational interference. Where full administrative
separation from a host authority is not feasible, the FIU must negotiate binding Service
Level Agreements (SLAs) with the host’s HR and IT departments. These SLAs must
guarantee that FIU requests for resource deployment (e.g., hiring an analyst, pur-
chasing software) are processed promptly and cannot be vetoed or delayed by host
agency administrators on non-technical grounds.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs should develop internal policies that clearly define the delegation of financial
authority within the unit, ensuring that operational managers have the resources they
need without bureaucratic delays. The FIU must also establish a strategic planning
process that alighs budget requests directly with identified money laundering and
terrorist financing risks. Furthermore, the FIU should implement a formal protocol
for documenting and reporting any instances where external actors attempt to exert
undue influence or interference over the FIU’s operational decisions by threatening to
withhold or delay approved resources.

4.2. Capacity-Building

FIUs should ensure that:
1) The HoFIU and senior management receive training in public sector financial
management and strategic resource deployment.

2) Administrative staff within the FIU are highly proficient in navigating national
procurement and HR regulations, ensuring that the FIU can execute its budget
efficiently and flawlessly, thereby denying external actors any administrative
pretext for intervention.

3) The FIU engages with international partners to share best practices on main-
taining financial autonomy within different institutional models.
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5. Case Examples

5.1. Positive Example

An FIU operating as an autonomous agency within a Ministry of Finance is granted a
distinct annual budget by parliament. The legislation explicitly grants the HoFIU the
authority to execute this budget. Midway through the financial year, the FIU identifies
a critical need to send three analysts to an international joint task force investigating
a massive cross-border laundering network. Because the HoFIU has the delegated
authority to deploy resources for international engagement, they immediately ap-
prove the travel and related expenses from the FIU’s operational budget. The analysts
deploy within days, contributing crucial intelligence to the task force. The FIU later
reports this expenditure in its annual financial audit, demonstrating perfect balance
between operational agility and ex-post financial accountability.

5.2. Negative Example

An FIU is embedded within a national police force. While it has a nominal budget, the
HoFIU does not have delegated authority to execute it; all expenditures over a minimal
threshold require the approval of the Chief of Police. The FIU initiates an analysis into
a procurement corruption scandal that tangentially involves senior police officials.
Shortly thereafter, the HoFIU submits a routine request to renew the licenses for the
FIU’s primary analytical software. The Chief of Police’s office delays the approval for
months, citing “administrative review.” Without the software, the FIU’s analysis grinds
to a halt. The lack of autonomy in deploying approved resources was successfully
weaponised to obstruct a sensitive investigation, completely compromising the FIU’s
operational independence.

6. Red Flags

1) The HoFIU lacks the delegated authority to approve routine operational expen-
ditures, requiring sign-off from external ministry or agency officials.

2) TheFIU’sbudgetissubjecttoarbitrary, in-yearfreezes orcutsthatdonotapply
equally to other government departments.

3) External authorities attempt to condition the release of approved funds on the
FIU providing briefings on specific operational cases or altering its analytical
priorities.
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4)

3)

6)

Procurement requests for specialised analytical tools or IT systems are routine-
ly delayed, denied, or altered by central government IT departments without
valid technical justification.

The FIU is unable to deploy staff for essential international cooperation or train-
ing due to restrictive, externally controlled travel approval processes.

The FIU’s financial resources are co-mingled with a host agency’s general funds,
making it impossible to determine if the FIU is actually receiving its allocated
budget.

7. Monitoring and Evaluation

Independent assessment of this requirement requires:

1)

2)

3)

4)

5)

Reviewing the legal and administrative frameworks to confirm the HoFIU
possesses explicit budget execution authority.

Auditing the FIU’s procurement and expenditure logs to verify that resources are
being deployed efficiently and without unexplained external delays.

Assessing the FIU’s ability to reallocate funds internally in response to
emerging operational priorities or crisis situations.

Evaluating the effectiveness of SLAs between the FIU and any host agency pro-
viding administrative support.

Conducting staff surveys to determine if operational managers feel they have
reliable access to the resources necessary to perform their duties.

8. Conclusion

Requirement 6 recognises that the power to control resources is ultimately the power
to control operations. An FIU may possess a robust legal mandate and a generous
budgeton paper, butifitcannotactually deploy those funds to buy software, hire staff,
or authorise travel without navigating a maze of external approvals, it is not truly in-
dependent. Ensuring that the FIU can obtain and deploy its resources routinely and
autonomously is the practical mechanism that breathes life into the concept of oper-
ational independence. By shielding resource deployment from undue influence and
interference, jurisdictions empower their FIUs to act decisively, efficiently, and ob-
jectively in the fight against financial crime.
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Requirement?

“The FIU has the authority to decide when and where to travel based on its
operational needs.”

1. Introduction

Requirement 7 addresses the FIU’s ability to engage effectively in international co-
operation and institutional development through timely and autonomous decisions
on official travel. This capacity is an operational corollary of the independence and
autonomy required under FATF Recommendation 29 and its Interpretive Note (spe-
cifically paragraph 8), which require that FIUs be able to perform their functions free
from undue influence or interference, including activities related to international en-
gagement, operational coordination, and capacity-building.

Recognising the inherently transnational nature of money laundering and terrorist fi-
nancing, FIU staff must frequently travel to support strategic and operational needs,
obtain specialised training, or participate in international forums (such asthe Egmont
Group or FATF-style regional bodies). The authority to decide when and where to trav-
elis therefore not a logistical or administrative privilege, but a functional requirement
that supports the FIU’s operational mandate and effective integration into the global
AML/CFT community. When external bodies control travel approvals, they effectively
controlthe FIU’s ability to cooperate internationally, creating a vulnerability where ad-
ministrative procedures can be weaponised to isolate the FIU or obstruct cross-bor-
der investigations.

2. Interpretation of the Requirement

Requirement 7 comprises three interrelated principles that underpin the
FIU’s authority to manage its travel requirements autonomously:

2.1. Operational and Strategic Purpose

The primary basis for authorising official travel must be the FIU’s operational and
strategic needs, as determined by the FIU itself. This includes travel undertaken to
support complex analytical coordination, obtain specialised training, and partici-
pate in relevant international meetings to strengthen professional networks and ex-
change information. The justification for travel must be rooted in the FIU’s mandate,
rather than generic government travel policies that may not account for the unique,
time-sensitive nature of financial intelligence cooperation.
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2.2. Decisional Authority within the FIU

The authority to decide when and where to travel must reside exclusively within the
FIU, exercised by the HoFIU or by designated FIU senior management. While general
public sector travel rules and administrative procedures may apply (such as per diem
rates or class of travel), these rules must not allow external actors, such as a host
ministry’s administrative department, to veto, condition, or unduly delay travel deci-
sions that are directly linked to the FIU’s operational mandate.

2.3. Budgetary Alignment and Accountability

Official travel must be planned and executed within the FIU’s approved budgetary
envelope, consistent with the principles set out under Requirement 6. The autonomy
to travel does not exempt the FIU from financial accountability. Rules governing the
formalapproval and reporting of travel expenses apply, provided they are transparent,
consistently applied, and compatible with the FIU’s authority to determine the timing
and destination of its missions without requiring case-by-case external justification
of the operational need.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal or administrative frameworks:
1) Explicitly delegate the authority to approve operational and strategic travel to
the HoFIU or designated FIU senior management.

2) Allow for the application of general public sector financial controls, provided
that such rules are limited to verifying budgetary compliance and do not enable
external vetoes or discriminatory treatment of FIU travel requests.

3) Ensurethat adequate and predictable budgetary resources are specifically
allocated for international cooperation, training, and participation in relevant
international meetings.
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3.2. Governance Mechanisms

To operationalise this requirement, FIUs should adopt internal measures such as:

1)

2)

3)

Establishing clearinternalinstructions and SOPs for the authorisation of travel,
ensuring all missions are documented and linked to specific operational or stra-
tegic objectives.

Implementing internal financial controls to ensure that all travel is conducted
strictly withinthe approved budgetary envelope, providing a clear audit trailthat
satisfies national public financial management requirements.

Creating mechanisms to evaluate the outcomes of international travel, ensuring
that the knowledge gained or relationships built are institutionalised within the
FIU.

3.3. Administrative and Structural Considerations

FIUs should ensure that:

1)

2)

Travelexpenses are accurately forecasted and explicitly included in the annual
budget planning process to prevent mid-year funding shortfalls that could re-
strict necessary engagement.

Where the FIU relies on a host agency’s travel booking systems, SLAs are in
placeto guarantee that FIU travelrequests are processed promptly and without
substantive review of the mission’s purpose by host agency staff.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs should develop an annual international engagement plan, aligned with their
strategic priorities, to guide travel planning and budgeting. This plan should antici-
pate regular commitments (e.g., Egmont Plenaries) while reserving flexible funding
for urgent, case-specific operational travel. Furthermore, the FIU should maintain a
central register of international contacts and require brief post-mission reports from
travelling staff. These reports should capture outcomes, intelligence shared, and
agreed follow-up actions, demonstrating the concrete value of the travel to the FIU’s
mandate.
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4.2. Capacity-Building
FIUs should ensure that:

1) Administrative staff responsible for processing travel are fully trained on na-
tional budgetary rules, ensuring that all FIU travel requests are flawless from a
compliance perspective, thereby denying external administrators any pretext for
delaying approvals.

2) Staff selected for international travel receive appropriate briefings on operation-
al security, confidentiality protocols, and the strategic objectives of their mis-
sion.

3) TheFIU actively participates in peer-learning programmes to understand how
other jurisdictions successfully balance travel autonomy with public sector
financial accountability.

5. Case Examples

5.1. Positive Example

An FIU operating within a Ministry of Justice has a distinct budget line for international
engagement. The national administrative framework explicitly delegates travel ap-
proval authority to the HoFIU for all missions funded from this budget line. When a
critical, time-sensitive operational meeting was convened in another jurisdiction to
coordinate action against a transnational laundering syndicate, the HoFIU immedi-
ately authorised the travel of two senior analysts. The Ministry’s travel department
processed the flights within 24 hours without questioning the purpose of the trip, ver-
ifying only that sufficient funds remained in the FIU’s account. The analysts’ participa-
tion led to a coordinated freezing of assets across three jurisdictions.

5.2. Negative Example

An FIU is embedded within a national police force. All international travel, regard-
less of funding source, requires the explicit, case-by-case approval of the Minister
of Interior. The FIU was invited to participate in a specialised Egmont Group working
group focused on corruption typologies. The HoFIU submitted the travel request three
months in advance. However, the Minister’s office, which was currently facing public
scrutiny over procurement irregularities, delayed the approval process indefinitely,
citing “general budgetary constraints,” despite the FIU having sufficient funds in its
allocated budget. The FIU was unable to attend, missing critical intelligence-shar-
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ing opportunities and damaging its reputation as a reliable international partner. The
administrative travel approval process was effectively weaponised to isolate the FIU.

6. Red Flags

1)

2)

3)

4)

3)

6)

The requirement for prior approval from a ministry or host authority for each
individual business trip, causing delays that hinder timely operational engage-
ment.

Travel requests are subject to multiple layers of external review or sign-off,
adding bureaucratic obstacles even for travel directly related to the FIU’s core
mandate.

The FIU’s ability to decide when and where to travel is constrained by centrally
imposed budget limitations or funding shortfalls that do not apply equally to
other departments.

Travel decisions must follow the general approval processes of a host institu-
tion, allowing non-FIU administrators to question or veto the operational neces-
sity of the mission.

Restrictions on travel, including denied approvals, are imposed in reaction to
decisions or actions taken by the FIU leadership, revealing the use of travel ap-
provals as a tool of political pressure or retaliation.

External authorities attempt to dictate or alter the composition of FIU delega-
tions to foreign events, bypassing the HoFIU’s authority to select appropriate
personnel.

7. Monitoring and Evaluation

Independent assessment of this requirement requires:

1)

2)

3)

4)

Tracking the frequency, purpose, and timeliness of international missions to
ensure the FIU is actively engaging with global partners.

Measuring the average time from the HoFIU’s internal approval to the final ad-
ministrative processing of travel, identifying any external bottlenecks.

Conducting confidential staff surveys to assess perceptions of obstacles to
necessary operational travel.

Evaluatingthe operational outcomesyielded from travel (e.g., new cooperation
channels, strengthened working-level contacts, or formal agreements such as
MoUs) to demonstrate the return on investment to oversight bodies.
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8. Conclusion

Timely, operationally driven international travel is not an administrative luxury; itis a
fundamental necessity for an FIU integrated into the global AML/CFT network. Finan-
cial crime does not respect borders, and the FIU’s ability to combat it must be equally
transnational. The authority to decide on travel, exercised within transparent budget-
ary frameworks and appropriate accountability rules, is a direct enabler of effective
cooperation, institutional capacity, and operational impact. When external actors
control an FIU’s ability to travel, they control its ability to cooperate, thereby severely
compromising its operational independence and its effectiveness in the global fight
againstillicit finance.
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Requirement 8

“The process to appoint the HoFIU is apolitical, timely and based on merit”

1. Introduction

Requirement 8 lies at the core of the operationalindependence and institutional trust
in the FIU and aims to ensure that the appointment of the HoFIU is apolitical, timely,
transparent, and merit-based. This requirement focuses not on the identity or status
of the appointing authority, but on whether the appointment procedure and subse-
quentinstitutional safeguards ensure the functionalindependence of the HoFIU both
in law and in practice.

The requirement emphasises transparency in the appointment of the Head. This is
crucialto maintaining the confidence of other agencies and institutions, and the trust
of the public, in the objective performance of the FIU’s functions. It recognises that
arrangementsto appointa HoFIU through political patronage or personalconnections
weaken the FIU. The requirement also calls for continuity in the leadership of the FIU,
so thatthere is nointerruptionin the effort to counter economic crime and the financ-
ing of terrorism. It implies that the process should be documented and transparent.
Regardless of the process used to appoint HoFIU, mechanisms should be putin place
to ensure that the HoFIU is not beholden to the individuals or bodies that made the
appointment. The appointment should not be subject to political or personal affilia-
tion and be based on relevant qualifications, professional skills, and proven, docu-
mented experience. The process should be timely so as not to create a leadership
void between appointments.

This requirement works in close alignment with others relating to the HoFIU’s control
over budget and resources, the freedom afforded to the HoFIU to appoint staff and
define job descriptions and the effective separation of the FIU’s functions from other
responsibilities undertaken by its host authority. In some jurisdictions, the Deputy
HoFIU is appointed directly by a senior political authority. Appointment of the Deputy
HoFIU in a similar mannerto the HoFIU should not be interpreted as non-compliance,
though safeguards are required as they are for the recruitment of the HoFIU. It could
be recommended as best practice to have the HoFIU consulted when the Deputy
HoFIU is appointed.

This guidance paper expands on the interpretation and practical implementation of
Requirement 8, informed by global best practices, the ECOFEL 2018 Operational In-
dependence Framework, and lessons learned from FIUs across different models.
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2. Interpretation of the Requirement

Requirement 8 comprises four core elements:

2.1. Apolitical Appointment

An apolitical appointment means that:

1) The appointment of the HoFIU is not driven by political affiliation, political loyal-
ty, or personal allegiance; and

2) The appointment procedure does not allow for undue political direction or influ-
ence over the operational activities of the FIU.

Apolitical appointment does not imply the exclusion of political institutions as such
(including the Head of State, government, parliament, or heads of state bodies) from
the appointment process or subsequent accountability. Rather, it implies the exis-
tence of legal and institutional safeguards that insulate the HoFIU from undue po-
litical influence both at the stage of appointment and throughout the entire term of
office.

The key criterion is the ability of the HoFIU to independently determine priorities and
exercise leadership over operational activities, as well as to make decisions on the
dissemination of information without fear of adverse political consequences.

Indicators of political affiliation or risks of undue influence may include:

1) Participation in political party activities while serving as HoFIU;

2) Close personal orfamily relationships, as well as shared commercialinterests,
with the person(s) involved in the decision to appoint the HoFIU, creating de-
pendence on high-level political figures; and

3) Appointments based on political loyalty rather than professional merit.
The mere fact of prior professional interaction with the appointing authority does not

in itself constitute evidence of political affiliation, provided that established, mer-
it-based selection criteria are applied.
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2.2. Merit-based Appointment

While the exact requirements for the role will vary from territory to territory, a mer-
it-based appointment implies that the HoFIU is selected on the basis of relevant
technical criteria such as:

1)

2)

3)

4)

Demonstrated experience in AML/CFT or related fields relevant to economic
security;

Proven integrity and managerial/leadership competence, as well as the
absence of substantiated compromising information;

The ability to form and maintain effective working relationships between
agencies; and

Professional qualifications appropriate to the institutional model of the FIU.

Qualification requirements should be clearly set out in the countries legal framework
and/or formalised policies, documented, and applied consistently.

2.3. Timeliness of Appointment

Timeliness of appointmentimplies:

1)
2)

3)

4)

Avoiding unjustifiably prolonged vacancies in the position of HoFIU;

Limited and legallyregulated use of acting (interim perfor-
mance) arrangements;

The existence of statutory or procedural timeframes for appointment, renewal,
or replacement; and

Ensuring continuity in leadership positions in order to avoid managerial and
operational gaps.

Prolonged vacancies or the systematic extension of “acting” status may weaken stra-
tegic leadership, undermine staff confidence and trust among external partners, and
increase the vulnerability of the FIU to informal or external influence.
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2.4. Documentation and Transparency

Each stage of the process to appoint a Head or Deputy HoFIU should be thoroughly
recorded, and the records securely kept for a defined number of years afterwards.
Therecordsshould documentthe performance of candidates atinterview andin other
exercises designed to test their suitability for the role. To maintain confidence in the
effectiveness of the selection process, documentation created at the time should be
made available for external scrutiny.

3. Implementation Guidance

3.1. Legislative Requirements

States should ensure that legislation or the legal system or other normative legal acts:

1)

2)
3)
4)

3)

6)

7)

8)

Define the appointing authority, appointment procedure, and qualification
requirements for candidates for the position of HoFIU;

Establish transparent qualification and ethical criteria;
Set maximum terms of office and conditions for renewal, if required;

Ensure arigorous and transparent process for assessing the suitability of candi-
dates for the post of HoFIU;

Prohibit dismissal or non-renewal of mandate on grounds of political disagree-
ment or as a result of lawful operational decisions taken in good faith;

Guarantee the rights of candidates from all sections of society to apply for the
role of HoFIU, and to have their applications assessed objectively against rele-
vant technical criteria;

Ensure that the parties responsible for assessing applications for the role of
HoFIU are externally accountable for the decisions they make during the pro-
cess; and

Offer recourse to legal action for the candidates who did not succeed.
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3.2. Governance Mechanisms

Good practices mayinclude:

1)

2)
3)

The existence of documentedevidence confirming compliance
with qualification requirements;

Formalised appointment decisions; and

A level of transparency consistent with the national legal system, recognising
thatdetailed meritassessments may notalways be subjectto public disclosure.

3.3. Administrative and Structural Considerations

Parties responsible for appointing the HoFIU should:

1)

2)
3)

4)

Maintain up-to-date knowledge of the technical requirements for the role of
HoFIU;

Undergo suitable training in recruitment and selection;
Carry out due diligence on candidates to identify any personal, political or busi-

ness relationships which might cast doubt on their ability to perform the role of
HoFIU objectively; and

Establish and maintain dialogue with the current HoFIU over performance in
the role and future career intentions, to anticipate when the role might next fall
vacant.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs are encouraged to:

1)

2)

3)

Maintain internal governance systems that exclude political influence over
operational decisions;

Document operational decision-making processes to demonstrate
independence; and

Implement codes of conduct and conflict of interest management mechanisms.
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4.2. Capacity-Building

Competent authorities should:

1)
2)
3)

Promote the professionalisation of FIU leadership positions;
Ensure training on principles of independence and integrity; and

Strengthen a culture of neutrality and professionalism.

4.3. Selection Process

The authority responsible for appointing the HoFIU should:

1)

2)

3)

4)

5)

Ensure that the opportunity to apply for the post of HoFIU is widely advertised at
the first opportunity;

Provide applicants for the post with accurate information about the tests in the
selection process, and allow all applicants adequate time to prepare;

Ensure that the selection process is conducted by a panel of assessors drawn
from different backgrounds and representing diverse political viewpoints;

Identify a consistent set of criteria against which to assess candidates for the
role, and ensure candidates are all scored objectively against those criteria; and

Ensurethatassessors’notes and comments on candidates are securely stored
and available for inspection for at least three years after the competition.

4.4. Due Diligence

The authority responsible for appointing the HoFIU should:

1)

2)

Verify the formal qualifications for the role declared by the successful candi-
date, before the candidate’s appointment is confirmed; and

Consider engaging a credible external assessor to carry out background checks
into the successful candidate’s personal, political and business connections.
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5. Case Examples

5.1. Positive Example

The HoFIU was appointed by presidential decree following a procedure based on le-
gally established criteria, with a fixed term of office and safeguards against arbitrary
dismissal. Despite the political sensitivity of certain cases, the HoFIU acted inde-
pendently, maintained staff confidence, and strengthened domestic and internation-
alcooperation. Awell-planned recruitment process, advertised one month before the
closing date, attracted a strong field of candidates. Applications were anonymised
so that the panel reviewed evidence objectively. The successful candidate was con-
firmed after background checks showed no personal business interests or political
connections.

5.2. Negative Example

In another jurisdiction, the HoFIU was appointed without formalised criteria. Pro-
longed periods of acting appointments and frequent leadership changes following
political shifts led to a loss of strategic stability and trust. The appointment process
was not widely advertised, and the successful candidate had close family ties to the
governing political party. Following appointment, there was a noticeable change in
operational priorities, resulting in a particular focus on investigations into opponents
of the government. Other FIUs questioned adherence to the Egmont Charter and lim-
ited their bilateral cooperation.

6. Red Flags

1) Appointments based on political or personal loyalty;

2) Prolonged vacancies or repeated acting appointments;

3) Pressure onthe HoFIU to resign or alter operational priorities;
4) Interference in FIU activities through informal instructions;

5) Alack of transparency over the process to recruit the HoFIU;

6) Failure to advertise the post of HoFIU widely to encourage a diverse field of ap-
plicants;

7) Decisions over the appointment of the HoFIU are made by individuals or small
groups with an interest in the direction of the FIU;
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8)

9)

10)

Well-qualified candidates from outside the FIU are inexplicably excluded from
applying for the post;
The successful HoFIU has personal connections to political parties, which may

be concealed; and

Following the appointment of the HoFIU, the work of the FIU shows signs of
political influence, for instance by focusing effort on investigations into political
opponents of the government.

7. Monitoring and Evaluation

The following will provide a measure of assurance over the adequacy of arrangements
to appoint the HoFIU:

1)

2)

3)

4)

5)

Followingthe HoFIU’s appointment, periodic externalvetting to rule out political
affiliations;

A detailed statement in the FIU’s annual report regarding measures undertaken
over the year to ensure the FIU remained politically neutral;

In the Mutual Evaluation Report (MER) process, FATF and FATF-Style Regional
Bodies (FSRB) assessors conduct specific analysis on FIU activity to identify
signs of political motivation behind FIU activity;

In the MER process, FATF and FSRB assessors carry out specific fact-finding
research with external partners and other FIUs, to gauge perceptions of political
neutrality; and

Where there is a delay exceeding a prescribed period of time over the appoint-
ment of a HoFIU to filla vacancy, the FIU is required to account for this to the
Egmont Committee and to FATF or the relevant FSRB.

Page 56 of 125



8. Conclusion

Requirement 8 represents a fundamental safeguard of FIU independence. An apo-
litical, timely, and merit-based appointment process strengthens institutional repu-
tation, operational effectiveness, and international trust. Regardless of the national
appointment model, the ultimate requirement remains unchanged: the HoFIU must
possess professional qualifications, institutional protection, and a genuine ability to
lead the FIU without political or other undue interference. To ensure the law is ap-
plied equally and no-one escapes accountability, FIUs must avoid favouring any po-
litically-engaged individual or group in the performance of their duties. The HoFIU is
fundamental to this. If the HoFIU attains the position on the basis of political affilia-
tion, bias in the performance of the FIU’s function will inevitably follow. FIUs should
therefore support one another in upholding this principle and be ready to act appro-
priately where there are compelling reasons to believe the Head of a particular FIU
has been appointed for political reasons.
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Requirement9

“The basis for the dismissal of the HoFIU is transparent and based on ob-
jective criteria”

1. Introduction

Requirement 9 operationalises a critical dimension of FATF Recommendation 29 and
its Interpretive Note (specifically paragraph 11), which require that the FIU must be
able to perform its functions freely, including the autonomous decision to analyse,
request, and disseminate specific information.

The operational independence of an FIU is inextricably linked to the security of ten-
ure of its Head (HoFIU). If the HoFIU can be dismissed arbitrarily, without cause, or
through opaque procedures, the threat of removal becomes a powerful tool for ex-
erting undue influence. A HoFIU operating under the constant threat of arbitrary dis-
missal may engage in “defensive management”, avoiding politically sensitive investi-
gations, delaying the dissemination of intelligence concerning influential figures, or
capitulating to external demands. Therefore, establishing a transparent, objective,
and legally defined basis for dismissal is a fundamental safeguard that protects the
institution’s autonomy and ensures the HoFIU can execute their mandate without fear
of retaliatory termination.

2. Interpretation of the Requirement

Requirement 9 rests on the principle that the removal of the HoFIU must be an ex-
ceptional measure, governed by strict legal and procedural safeguards. It comprises
three core elements:

2.1. Objective and Legitimate Grounds for Dismissal

The legal framework must explicitly define the exhaustive grounds upon which the
HoFIU can be dismissed. These grounds must be objective, measurable, and relat-
ed strictly to professional conduct or capacity. Legitimate grounds typically include
criminal conviction, gross misconduct, severe breach of confidentiality, document-
ed incompetence, or physical/mental incapacity to perform the role. Crucially,
the definition of “unsatisfactory performance” must be based on clear, pre-estab-
lished managerial criteria, rather than broad, discretionary interpretations that could
be manipulated to justify a politically motivated removal.
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2.2. Due Process, Documentation, and Transparency

The procedure for dismissal must be predictable, documented, and transparent.
Any decision to remove the HoFIU must be substantiated by concrete evidence and
recorded in a formal decision. While transparency does not necessarily require the
public disclosure of sensitive operational or personal medical information, the pro-
cedural steps and the statutory justification for the dismissal must be clear and ver-
ifiable. The HoFIU must be afforded due process, including the right to be informed of
the allegations and the opportunity to respond before a final decision is rendered.

2.3. Protection against Arbitrary or Retaliatory Dismissal

The overarching purpose of this requirement is to protect the HoFIU from retaliatory
measures. Dismissalmust never be based, directly orindirectly, on disagreementwith
the FIU’s operational or analytical decisions, political inconvenience, or the dissem-
ination of financial intelligence involving politically exposed persons (PEPs). Further-
more, the dismissal of the HoFIU should not automatically coincide with a change
in government or political leadership, as this indicates the position is treated as a
political appointment rather than an independent operational role.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal framework:
1) Establishes a specific, exhaustive, and legitimate list of grounds for the dis-
missal of the HoFIU within primary legislation.

2) Explicitly prohibits dismissal on discretionary, unlawful, or politically motivated
grounds.

3) Mandates a formal, documented procedure for dismissal that includes due
process rights for the HoFIU.

4) Providesthe HoFIU with access to judicial or other independent administrative
review to challenge the legality and factual basis of a dismissal decision.
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3.2. Governance Mechanisms

To operationalise these protections, jurisdictions should adopt governance measures
such as:

1) Implementing formalised, objective performance evaluation systems for the
HoFIU, based on pre-agreed strategic objectives rather than ad-hoc political
expectations.

2) Defining clear disciplinary procedures that separate minor administrative in-
fractions from gross misconduct warranting dismissal.

3) Ensuringthatthe body or officialresponsible for dismissingthe HoFlU is clear-
ly identified in law, preventing unauthorised actors from attempting to force a
resignation.

3.3. Administrative and Structural Considerations

Parties responsible for the oversight and potential dismissal of the HoFIU should:

1) Maintain up-to-date knowledge of the strict legal grounds and procedural re-
quirements for dismissal, ensuring they do not inadvertently breach indepen-
dence safeguards.

2) Establish a structured, professional dialogue with the HoFIU regarding their per-
formance, addressing any legitimate managerial concerns early and transpar-
ently, rather than allowing them to accumulate as a pretext for sudden dismissal.

4. Practical Implementation Measures

4.1. Operational Policies

Supervisory authorities exerting legal control over the FIU should ensure the exis-
tence of documented criteria for evaluating the performance of the HoFIU. These
policies must clearly distinguish between the assessment of general managerial
competence and the assessment of specific operational results (e.g., the number
of disseminations), as the latter can fluctuate based on external factors and should
not be used as a blunt instrument for performance management. Disciplinary stan-
dards must be applied consistently and predictably, avoiding selective enforcement
designed to target a specific HoFIU.
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4.2. Capacity-Building
Competent authorities should:

1) Promote the professionalisation of FIU leadership oversight, ensuring that those
responsible for evaluating the HoFIU understand the unique, sensitive nature of
financial intelligence work.

2) Ensurethatoversightbodiesreceive training onthe FATF standards regarding
operational independence, specifically the protections required against undue
influence.

3) Strengthen a broader governmental culture that respects the neutrality and pro-
fessionalism of the FIU, recognising that an independent HoFIU serves the long-
term interests of the state, regardless of the political administration in power.

5. Case Examples

5.1. Positive Example

Following a routine, independent audit of an FIU, severe and systematic breaches
of financial management and procurement rules were identified, directly implicating
the HoFIU. The supervisory ministry initiated a formal disciplinary process in strict
accordance with the FIU statute. The HoFIU was presented with the audit findings
and given a formal opportunity to respond. Following a review by an independent
administrative panel, the HoFIU was dismissed on the statutory grounds of “gross
managerial misconduct.” The formal decisionwas documented, and the process was
widelyrecognised byinternational partners and domestic stakeholders asalegitimate
exercise of accountability that did not infringe upon the FIU’s operational indepen-
dence regarding its intelligence functions.
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5.2. Negative Example

AnFlIU disseminated a highly sensitive intelligence reportto law enforcementdetailing
a complex money laundering network connected to several high-ranking government
officials. Two weeks later, the Minister of Interior summarily dismissed the HoFIU,
citing a “loss of confidence” and a “need for new strategic direction.” The national leg-
islation lacked specific grounds for dismissal, allowing the Minister broad discretion-
ary power. No formal performance review had been conducted, and no documented
evidence of misconduct was provided. The dismissal, which clearly appeared retal-
iatory, resulted in a severe chilling effect within the FIU, halting further investigations
into PEPs and severely damaging the FIU’s credibility with its Egmont Group partners.

6. Red Flags

1)

2)

3)

4)

5)

6)

7)

The absence of clearly defined, exhaustive grounds for dismissal in primary
legislation, leaving the decision entirely to the discretion of a political or admin-
istrative authority.

The HoFlU is dismissed without a documented, reasoned justification or formal
procedure.

The dismissal of the HoFIU routinely coincides with a change in government or
the appointment of a new supervising Minister.

The HoFIU is removed shortly after the FIU disseminates intelligence concern-
ing PEPs, senior officials, or major political donors.

The lack of objective performance evaluation mechanisms, allowing subjec-
tive or shifting expectations to be used as a pretext for “unsatisfactory perfor-
mance.”

The HoFIU has no access to judicial or independent administrative review to
challenge a dismissal decision.

The use of constructive dismissal tactics, such as drastically cutting the FIU’s
budget or stripping the HoFIU of administrative authority, designed to force a
“voluntary” resignation.
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7. Monitoring and Evaluation

Independent assessment of compliance with Requirement 9 requires:

1) Athorough legalreview of the statutory provisions governing the appointment,
tenure, and dismissal of the HoFIU to ensure grounds are objective and exhaus-
tive.

2) An historical assessment of leadership continuity, tracking the average tenure of
HoFIU’s and analysing the circumstances surrounding past departures or dis-
missals.

3) Evaluating the transparency and documentation of any disciplinary or perfor-
mance management processes applied to the HoFIU.

4) Assessingthe broader political and institutional environment to identify risks of
external interference during the tenure of the HoFIU.

8. Conclusion

Requirement 9 represents a critical defensive safeguard protecting the FIU from un-
due external influence. The authority to dismiss the HoFIU is the ultimate point of
leverage; if this power is unchecked, operational independence is merely theoreti-
cal. Ensuring that the dismissal of the HoFIU is based exclusively on objective, doc-
umented criteria, such as gross misconduct or proven incapacity, strengthens insti-
tutional stability and public trust. Robust legal grounds, transparent procedures, and
effective review mechanisms are essential conditions to prevent dismissal powers
from becoming an instrument of political coercion or retaliation, thereby ensuring
the FIU can pursue illicit finance wherever the evidence leads.
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Requirement 10

“The HoFIU has the authority to hire senior management and staff based
on operational requirements”

1. Introduction

Requirement 10 is a direct corollary to Requirement 8 (the apolitical appointment
of the HoFIU) and aligns directly with FATF Recommendation 29 and its Interpretive
Note (specifically paragraphs 9 and 10). These standards emphasise that the FIU
must be provided with adequate human resources in a manner that secures its au-
tonomy, and that its staff must maintain high professional standards and integrity.

The operational effectiveness of an FIU depends entirely on the quality, expertise,
and integrity of its personnel. The HoFIU bears the ultimate responsibility for the unit’s
performance and must therefore possess the corresponding authority to build and
shape the team. When the authority to hire senior management and staff is delegated
to external bodies, such as a central government human resources department or a
host ministry, the FIU risks acquiring personnel who lack the highly specialised skills
required for financial intelligence, or whose primary loyalties lie outside the FIU. En-
suring the HoFIU has the decisive voice in hiring is a fundamental safeguard against
political patronage, external interference, and the dilution of the FIU’s technical ca-
pabilities.

2. Interpretation of the Requirement

Requirement 10 rests on the principle that control over recruitment is essential for
maintaining both operational independence and technical excellence. It comprises
four core elements:

2.1. HoFIU Authority in the Recruitment Process

The HoFIU must have the ultimate decision-making authority, or at least a decisive
and un-vetoablerole, in the selection and onboarding of senior management and staff.
While the degree of direct involvement may vary according to the seniority of the po-
sition (e.g., the HoFIU may delegate the interviewing of junior analysts to senior
managers), the final authority to approve hires must reside within the FIU. This en-
sures that recruitment is driven exclusively by the FIU’s operational requirements
rather than external administrative convenience.
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2.2. Merit-Based and Specialised Selection

Recruitment policies must emphasise impartiality, confidentiality, and resistance to
external influence. Appointments must be based on objective professional criteria,
ensuring the FIU acquires specialised expertise in financial analysis, AML/CFT trends,
data security, and legal frameworks. The selection process must be designed to eval-
uate these specific competencies, rather than relying on generic civil service exam-
inations that fail to assess the unique skills required for financial intelligence work.

2.3. Alignment with Operational Needs and Budget

The authority to hire must be exercised in direct response to the FIU’s evolving oper-
ational needs, such as the volume of STRs, the complexity of intelligence requests,
and emerging financial crime typologies. This hiring authority is naturally constrained
by the FIU’s allocated budget (as addressed in Requirement 5), but within that budget-
ary envelope, the HoFIU must have the flexibility to determine the optimal mix of per-
sonnel.

2.4. Security of Tenure and Professional Independence

Once hired, senior management and staff must be guaranteed security of tenure and
professional independence, protecting them from arbitrary removal or reassignment
by external actors. The reassignment of FIU staff should lie with the HoFIU or FIU
senior management alone. If external bodies can arbitrarily remove or transfer key
personnel, the HoFIU’s hiring authority is effectively nullified.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal framework:

1) Explicitly grants the HoFIU the legal mandate to appoint staff, consistent with
national employment laws but preserving the FIU’s ultimate decision-making
authority.

2) Mandates that the appointment of senior management and staff be based on
professional criteria, free from external pressure, political interference, or pa-
tronage.

3) Provides legal safeguards ensuring security of tenure for FIU personnel, pre-
venting arbitrary removal or transfer by host ministries or externalagencies.
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3.2. Governance Mechanisms

To operationalise this autonomy, FIUs should adopt internal measures such as:

1) Documenting transparent, merit-based appointment processes that clearly de-
fine how candidates are evaluated against the FIU’s specific operational needs.

2) Defining clear roles, responsibilities, and reporting lines within the FIU to ensure
accountability and prevent overlap, particularly between intelligence functions
and administrative support.

3) Implementing rigorous codes of conduct, conflict of interest policies, and com-
prehensive integrity and background checks as mandatory components of the
hiring process.

3.3. Administrative and Structural Considerations

FIUs should ensure that:

1) Recruitment processes are sufficiently agile to allow the FIU to fill critical va-
cancies promptly, avoiding prolonged periods where operational capacity is
degraded due to bureaucratic delays in host agencies.

2) Strict access controls and confidentiality measures, including mandatory
non-disclosure agreements, are integrated into the onboarding process from
day one.

3) The FIU maintains the structural capacity to provide continuous professional

development, ensuring that once hired, staff maintain their specialised exper-
tise in evolving AML/CFT typologies.
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4. Practical Implementation Measures

4.1. Operational Policies

FIUs or competent authorities should establish operational policies that guarantee
the HoFIU’s decisive role in recruitment. Positions should be advertised openly to en-
sure fairness and attract a broad pool of specialised talent. The FIU should utilise
independent selection panels, comprising senior FIU officials rather than external
bureaucrats, to review candidates, particularly assessing their integrity and potential
conflicts of interest. Furthermore, the FIU must establish clear, documented criteria
for evaluating candidates’ experience in financial crime, law enforcement, or data
analysis, ensuring that hiring decisions are defensible and objectively based on op-
erational requirements.

4.2. Capacity-Building
Competent authorities should:

1) Promote the professionalisation of FIU leadership and human resources func-
tions, ensuring those managing recruitment understand the highly specialised
nature of the roles they are filling.

2) Ensurethatall new hires receive immediate, comprehensive training on the
principles of operational independence, confidentiality, and institutional integri-
ty.

3) Strengthen a culture of neutrality and professionalism within the FIU, making it
clearto all staff that their loyalty is to the FIU’s mandate and the rule of law, not to
external political or administrative actors.
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5. Case Examples

5.1. Positive Example

An FIU identified a strategic need to enhance its capabilities in tracing illicit financial
flows through complex corporate structures. The HoFIU, exercising their statutory
hiring authority, directed the creation of a new “Complex Structures” analytical team.
The FIU independently drafted the job specifications, advertised the roles targeting
forensic accountants and corporate lawyers, and convened an internal interview
panel. The HoFIU made the final selection based purely on the candidates’ techni-
cal scores and integrity background checks. The new team was operational within
three months, significantly improving the quality of the FIU’s disseminationsregarding
high-level corruption and tax evasion.

5.2. Negative Example

An FIU was established as a department within a broader law enforcement agency.
The agency’s central HR department controlled all hiring and routinely used the FIU
as aplacementdestinationfor police officerswho were nearing retirement orwho had
underperformed in other divisions. The HoFIU was not consulted on these transfers
and had no authority to reject them. Consequently, the FIU’s senior management
team was populated by individuals with no background in financial analysis or AML/
CFT frameworks. This lack of specialised expertise severely compromised the FIU’s
analytical output, and the constant rotation of external personnel gravely threatened
the security and confidentiality of the FIU’s intelligence databases.

6. Red Flags

1) Evidence of political or externalinfluence in the appointment of FIU staff, such
as candidates being imposed on the HoFIU by government ministers or host
agency executives.

2) The HoFIU is excluded from the final decision-making process when hiring se-
nior management or specialised analytical staff.

3) The absence of defined, objective criteria to verify staff specialisation and com-
petencies during the appointment process, resulting in the hiring of unqualified
personnel.

4) Alack of rigorous integrity checks, codes of conduct, or conflict of interest
guidelines applied during the recruitment phase.
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5)

6)

The routine transfer or secondment of staff into the FIU from other government
departments without the HoFIU’s prior approval or assessment of their suitabil-
ity.

High turnover rates among senior management, particularly if departures coin-
cide with political changes or sensitive investigations, suggesting a lack of secu-
rity of tenure.

7. Monitoring and Evaluation

Independent assessment of compliance with Requirement 10 requires:

1)

2)

3)

4)

Reviewing the legal and administrative frameworks to confirm the HoFIU’s ex-
plicit authority in the hiring process.

Auditing recent recruitment files to verify that appointment processes are trans-
parent, merit-based, and aligned with documented operational requirements.

Conducting regular reviews of the FIU’s conflict of interest declarations and
integrity vetting procedures for new hires.

Analysing staffing data to ensure that the FIU’s personnel profile aligns with
evolving AML/CFT frameworks and the specific risks identified in the jurisdic-
tion’s National Risk Assessment.

8. Conclusion

Requirement 10 is a vital safeguard for both the independence and the effectiveness
of the FIU. Just as the apolitical appointment of the HoFIU prevents top-down inter-
ference, the HoFIU’s authority to hire senior management and staff prevents the FIU
from being hollowed out from within. If external actors control who works at the FIU,
they can subtly dictate its capabilities, compromise its confidentiality, and under-
mine its operational independence without ever issuing a direct order. By ensuring
that the HoFIU has the authority to build a team based strictly on merit, integrity, and
operational requirements, jurisdictions empower the FIU to maintain the high profes-
sional standards demanded by the global AML/CFT community.
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Requirement 11

“FIU Staff are not subject to assignments outside an FIU’s core
mandate”

1. Introduction

Requirement 11 operationalises a fundamental aspect of FATF Recommendation 29
and its Interpretive Note (specifically paragraphs 2, 8, and 9), which define the core
mandate of an FIU and require that it be provided with adequate resources to conduct
that mandate effectively and independently.

The core mandate of an FIU, the receipt, analysis, and dissemination of financial in-
telligence; is highly specialised, resource-intensive, and time-sensitive. Requirement
11 ensures that the FIU’s human resources are dedicated exclusively to this mandate
and are not diluted by external assignments. When FIU staff are diverted to perform
tasks outside their core responsibilities, particularly by a host agency or government
ministry, the FIU’s operational capacity is directly degraded. Furthermore, such diver-
sions can compromise the FIU’s operationalindependence, as external actors effec-
tively commandeer the FIU’s resources to serve alternative agendas, thereby depri-
oritising the fight against money laundering and terrorist financing.

2. Interpretation of the Requirement

Requirement 11 rests on the principle of resource protection and functionalfocus. Its
interpretationrequires a clearunderstanding ofthe FIU’s mandate and the boundaries
of permissible activities:

2.1. The FIU’s Core Mandate

As established by FATF Recommendation 29, the core functions of an FIU are the
receipt and analysis of STRs and other information relevant to money laundering, as-
sociated predicate offences, and terrorist financing, followed by the dissemination of
the results of that analysis. These functions are non-negotiable and must remain the
absolute priority for the FIU’s human resources.
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2.2. Permissible Additional AML/CFT Activities

The Interpretive Note to Recommendation 29 acknowledges that the core mandate
does not prejudge the specific institutional setup of an FIU. An FIU may be vested
with additional AML/CFT activities, provided these have a clear and direct operational
or strategic link to combating financial crime. Such permissible activities may include
supervisory functions over reporting entities, issuing guidance, providing training,
coordinating national AML/CFT policies, or exercising the power to postpone trans-
actions. Crucially, these additional roles are only acceptable if they do not interfere
with or degrade the FIU’s capacity to execute its primary receipt, analysis, and dis-
semination functions.

2.3. Protection from Non-Mandate Assighnments

Requirement 11 strictly prohibits the assignment of FIU staff to tasks that fall outside
both the core mandate and permissible additional AML/CFT activities. This protection
is particularly critical for FIlUs embedded within larger host institutions (such as a
Central Bank, Ministry of Finance, or Police Force). Host institutions must not treat
FIU personnel as a general resource pool to be drawn upon for administrative duties,
general policing, broad economic research, or other departmental tasks unrelated to
financialintelligence.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal framework:

1) Explicitly defines the core mandate of the FIU in primary legislation, aligning
strictly with FATF Recommendation 29.

2) Formally recognises the FIU’s administrative and operational autonomy,
specifically regarding the deployment of its staff.

3) Establishes legal or procedural safeguards that explicitly prohibit the realloca-
tion or secondment of FIU staff to non-mandate duties by external authorities or
host institutions without the express consent of the HoFIU.
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3.2. Governance Mechanisms

To operationalise this requirement, FIUs should adopt internal measures such as:

1)

2)

3)

Documenting governance mechanisms that ensure the HoFIU retains ultimate
and exclusive authority to approve any decisions related to the allocation or
reallocation of FIU staff.

Establishing clearjob descriptions (as per Requirement4) that strictly limit
staff responsibilities to AML/CFT functions, providing a formal basis to refuse
non-mandate assignments.

Creating formal SLAs or MoUs with host institutions that explicitly ring-fence
FIU personnel from general departmental duties.

3.3. Administrative and Structural Considerations

FIUs should ensure that:

1)

2)

3)

The FIU’s core functions are clearly distinguished and physically or logically
segregated from other activities of the host institution.

In cases where full administrative separation is not feasible (e.g., in very small
jurisdictions), documented protocols and robust safeguards are implemented
to prevent the ad-hoc relocation of human resources within the larger entity.

Any reallocation of staff within the FIU or to external secondments is undertak-
en solely to strengthen the FIU’s capabilities (e.g., building expertise through a

temporary placement with a partner agency) and never to the detriment of the

core analytical function.

4. PracticalImplementation Measures

4.1. Operational Policies

FIUs should develop a comprehensive resource allocation policy that prioritises the
core mandate. This policy must establish clear criteria for the prioritisation of func-
tions, particularly during periods of resource constraints or sudden surges in STR vol-
umes. The FIU must set an internal governance mechanism to review any proposed
new assignments or re-allocations of staff, ensuring that HoFIU approval is a manda-
tory prerequisite. Furthermore, the FIU should conduct regular internal audits to as-
sess compliance with this resource allocation policy, ensuring that “mission creep”
does not slowly divert staff away from intelligence analysis.
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4.2. Capacity-Building
FIUs should ensure that:

1) Senior management and host institution executives receive briefings on the
FATF standards regarding FIU independence and the strict limitations on staff
deployment.

2) Performance monitoring systems are implemented to track whether core func-
tions (e.g., STRturnaround times) are being maintained, using this data to identi-
fy if resources are being improperly redirected elsewhere.

3) Staffare empowered toreportinstances where they are pressured by external
actors to perform non-mandate tasks, supported by a strong institutional cul-
ture that defends the FIU’s operational boundaries.

5. Case Examples

5.1. Positive Example

An FIU is embedded within a national Central Bank. During a period of severe eco-
nomic volatility, the Central Bank’s research department faced a critical shortage of
analysts and requested that several FIU strategic analysts be temporarily reassigned
to assist with general macroeconomic forecasting. The HoFIU, relying on the FIU’s
statutory independence and internal resource allocation policies, formally declined
the request. The HoFIU demonstrated that diverting these analysts would cause un-
acceptable delays in processing a backlog of complex STRs related to capital flight.
The Central Bank’s leadership respected the FIU’s operational boundaries, and the
FIU staff remained focused exclusively on their core AML/CFT mandate, ensuring no
degradation in intelligence output.

5.2. Negative Example

An FIU operates as a specialised unit within a national police force. Due to a surge
in general street crime, the Chief of Police issued a directive reassigning 30% of the
FIU’s financial investigators to routine patrol and general detective duties for a period
of six months. The HoFIU had no authority to block the transfer. Consequently, the
FIU’s capacity to analyse incoming STRs collapsed, leading to a massive backlog.
Critical financial intelligence regarding a major human trafficking syndicate was left
unanalysed for months, resulting in lost opportunities for asset freezing and arrests.
The host agency’s ability to commandeer FIU staff for non-mandate assignments
completely destroyed the FIU’s operational effectiveness and independence.
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6. Red Flags

1)

2)

3)

4)

5)

6)

FIU staff are routinely assigned to perform general administrative, research, or
operational tasks for a host ministry or agency that have no connection to AML/
CFT.

The HoFIU lacks the authority to veto the transfer or secondment of FIU person-
nel to other government departments.

A significant decline in the FIU’s core outputs (e.g., fewer disseminations, longer
STR processing times) correlates with staff being diverted to “special projects”
outside the FIU’s mandate.

Job descriptions for FIU personnel include vague clauses requiring them to
perform “other duties as assigned by the Minister/Director General,” which are
subsequently used to justify non-mandate work.

The FIU is burdened with excessive regulatory or administrative responsibilities
(e.g., general corporate registry management) that consume resources and de-
tract from intelligence analysis.

Host authority views the FIU as a flexible resource pool rather than a ring-
fenced, specialised intelligence unit.

7. Monitoring and Evaluation

Independent assessment of compliance with Requirement 11 requires:

1)

2)

3)

4)

Reviewing the legal framework and internal policies to confirm the existence of
explicit protections against the diversion of FIU staff.

Analysing staff timesheets, workload distribution reports, and performance
metrics to verify that the vast majority of human resources are dedicated to the
core mandate.

Auditing any secondments or reassignments of FIU staff to ensure they were
approved by the HoFIU and serve a clear AML/CFT strategic purpose.

Conducting confidential staff surveys to determine if personnel feel pressured
to perform tasks outside their official FIU duties.
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8. Conclusion

Requirement 11 is a crucial safeguard against the erosion of an FIU’s operational
capacity. Operational independence is meaningless if an FIU’s workforce can be ar-
bitrarily reassigned to serve the competing priorities of a host agency or government
ministry. The core mandate of receiving, analysing, and disseminating financial in-
telligence requires dedicated, uninterrupted focus by specialised professionals. By
ensuring that FIU staff are strictly protected from assignments outside this mandate,
jurisdictions guarantee that the FIU remains a focused, effective, and independent
weaponinthefightagainstillicitfinance, ratherthan ageneraladministrative resource
to be exploited at will.
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Requirement 12

Requirement 12: “The FIU is able to ensure the protection of the data it re-
ceives, as well as financial intelligence and other information that it pro-
duces”

1. Introduction

Requirement 12 requires that the FIU has clear procedures governing the proper pro-
tection against unauthorised access to all financial intelligence information that it
receives and generates. This aligns directly with FATF Recommendation 29 and its
Interpretive Note, which mandate that the FIU must have rules in place governing the
security and confidentiality of information.

Irrespective of the organisational model of the FIU, it must have and retain exclusive
control over who has access to its IT systems and databases, as well as to physical
documentationand premiseswhere all sensitive information is stored and processed.
The demonstrated ability of the FIU to protect and effectively use financial and finan-
cial intelligence information in practice constitutes the basis of trust on the part of
international counterparts.

This guidance paper expands on the interpretation and practical implementation of
Requirement 12, based on the requirements of FATF Recommendation 29, the core
documents of the Egmont Group, and international practice. It provides a framework
forensuring that data protection mechanisms effectively supportthe FIU’s operation-
al independence.

2. Interpretation of the Requirement

Requirement 12 comprises four interrelated core elements:

2.1. Legal Protection of Confidentiality

The legal framework governing the FIU must explicitly ensure the protection of in-
formation received from reporting entities, national competent authorities, and
foreign FIUs, as well as the analytical products produced by the FIU itself. Confiden-
tiality safeguards must be enshrined in legislation and provide for criminal, adminis-
trative, and disciplinary liability for unauthorised access to, disclosure of, or misuse
of FIU information.
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2.2. Institutional Protection from Access by a host Authority

Where the FIU operates within the structure of a host authority, the legal framework
must prohibit direct and indirect access by the host authority to FIU data. It must
prevent administrative access through shared IT systems or document management
systems and exclude access to FIU data in the context of supervisory or managerial
functions unrelated to AML/CFT objectives.

2.3. Operational Control over Data and IT Systems

The FIU must retain full control over the circle of persons authorised to access IT sys-
tems, access levels (view, modify, export), authentication mechanisms, and physical
documentation and archives. The shared use of IT infrastructure with host author-
ities or centralised government IT services represents a serious risk to compliance
with this requirement.

2.4. Protection throughout the Data Lifecycle

Data protection must be ensured at all stages: receipt, storage, analysis, dissemi-
nation, archiving, and destruction. Protection measures must be proportionate to the
level of sensitivity of the information.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure that legislation:

1) Establishes strict confidentiality obligations for all FIU staff and management.

2) Establishes administrative and criminal liability for unauthorised access or
disclosure.

3) Excludes FIU information from public access regimes (e.g., Freedom of In-
formation requests).

4) Ensures the protection of information received from foreign FIUs, requiring
prior consent for onward dissemination.

5) Establishes liability for the disclosure of information regarding the receipt of an
FIU request (tipping-off).
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3.2. Governance Mechanisms

The FIU should implement:

1)
2)
3)

4)
5)

Information classification policies based on sensitivity levels.
Role-based access matrices (e.g., editor, administrator, read-only).

Mandatory non-disclosure obligations for all FIU staff, continuing after
employment ends.

Procedures for granting, reviewing, and revoking access to data.

Disciplinary liability frameworks for unauthorised disclosure or transmission of
FIU information.

3.3. Administrative and Structural Considerations

The FIU should:

1)
2)

3)

4)

Have a separate, dedicated IT system administered exclusively by the FIU.

Ensure physical security of server rooms and archive facilities, including
access controls and video surveillance.

Maintain audit logs recording information on data recipients, time of access,
and actions performed.

Implement procedures for the secure deletion or destruction of information on
electronic and paper media.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs should develop:

1)

2)

3)

4)

Protocols for restricting or denying access to information when it may lead to
the disclosure of sources, methods, or operational capabilities.

Procedures for secure communication channels, particularly for international
information exchange (e.g., Egmont Secure Web).

Clear guidelines on how aggregated reports and statistics are provided to host
authorities without revealing specific intelligence.

Regular vulnerability testing and cybersecurity assessments of FIU systems.
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4.2. Capacity-Building

FIUs should:

1) Develop guidance and provide training on handling confidential information
upon recruitment and on an ongoing basis.

2) Conductoutreach to other government authorities on the need to comply with
FATF and Egmontrequirements, explaining why access to FIU data cannot be
granted.

3) Establish staff vetting procedures upon recruitment aimed at assessing integrity
and security risks.

5. Case Examples

5.1. Positive Example

The FIU’s server infrastructure is physically separated from the general IT department
ofthe hostauthority, with access-controlled exclusively by the FIU’s own security staff.
The FIU uses separate secure communication channels for international information
exchange, ensuring control of correspondence at all relevant stages. When the host
authority requests access to the FIU’s database for a general audit, the HoFIU de-
clines the request, citing the legal framework, and instead provides an aggregated
statistical report that satisfies the audit requirement without compromising confi-
dentiality.

5.2. Negative Example

An FIU operates within a larger ministry and shares its IT infrastructure and document
management system with other departments. The absence of exclusive control by the
FIU over financial intelligence information results in unauthorised access by national
host authorities to sensitive information received from a foreign FIU. This breach of
confidentiality is discovered by the foreign FIU, leading to a suspension of information
exchange and severely undermining the trust of international partners.
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6. Red Flags

1)
2)

3)

4)

5)

6)

7)

8)

9)

Shared IT systems or document management systems with host authorities.

Access to FIU data by non-FIU staff, including IT administrators from other de-
partments.

Political or administrative pressure to provide access to specific case files or
intelligence reports.

Unauthorised access attempts recorded in system logs without appropriate
follow-up investigation.

Disclosure of information to a foreign FIU or domestic authority without required
prior consent.

Lack of direct access by the FIU to all necessary databases, forcing reliance on
other agencies.

Public disclosure of data by local authorities that have obtained access to FIU
data.

Absence of mandatory non-disclosure agreements or confidentiality restric-
tions for FIU staff.

Legislation allows for lifting confidentiality requirements of FIU leadership and
staff by a higher authority and allows for sharing operational information with
these authorities (government, parliament, head of state, etc.) in specific cases.

7. Monitoring and Evaluation

Independent assessment of compliance with Requirement 12 requires:

1)

2)

3)

4)

Technical IT Audits: Regular testing of network segregation, server security, and
vulnherability assessments.

Access Log Reviews: Periodic audits of system logs to verify that only
authorised personnel are accessing sensitive information.

Physical Security Inspections: Reviews of access control logs and surveillance
systems for FIU premises and server rooms.

Policy Compliance Checks: Evaluation of how effectively in-
formation classification and destruction policies are being followed in practice.

Page 80 of 125



8. Conclusion

Requirement 12 is fundamental to the operational independence of the FIU and the
trust of international partners. Legal, technical, and institutional measures must
operate in a coherent manner, ensuring the FIU’s exclusive control over its data. In-
sufficient implementation of this requirement not only compromises sensitive infor-
mation but directly undermines the effectiveness of AML/CFT measures and interna-
tional cooperation.
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Requirement 13a

“The FIU is able to make arrangements or engage independently with other
domestic competent authorities on the exchange of information”

1. Introduction

Requirement 13 aligns with FATF Recommendation 29 and its Interpretive Note. The
ability to cooperate with domestic competent authorities is a fundamental compo-
nent of an operationally independent FIU. This includes the ability to sigh MoU to ex-
change information with domestic partners and to facilitate direct access to the wid-
est range of financial, administrative and law enforcement information thatit requires
to properly undertake its functions

The FATF glossary gives the following definition of competent authorities:

“Competent authorities refer to all public authorities with designated respon-
sibilities for combating money laundering and/or terrorist financing. In partic-
ular, this includes the FIU; the authorities that have the function of investigat-
ing and/or prosecuting money laundering, associated predicate offences and
terrorist financing, and seizing/freezing and confiscating criminal assets; au-
thorities receiving reports on cross-border transportation of currency & BNIs;
and authorities that have AML/CFT supervisory or monitoring responsibilities
aimed at ensuring compliance by financial institutions and DNFBPs with AML/

CFT requirements. SRBs are not to be regarded as competent authorities.”

2. Interpretation of the Requirement

Requirement 13 comprises two core elements/components:

2.1. The Ability to Make Arrangements and Engage Inde-
pendently

The FIU must be able and have a clear legal mandate to freely:
1) Cooperate widely and flexibly with domestic competent authorities, using
multiple forms of communication;

2) Engagei.e., interact, communicate, cooperate, and coordinate with domestic
competent authorities, both spontaneously and upon request;

3) Autonomously decide to analyse, request and/or forward or disseminate
information to domestic competent authorities;
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4)
3)

6)

7)

Make arrangements, including signing MoU where appropriate;

Act independently and on its own authority without having to obtain prior
approval from another ministry, agency, or political body;

Ensure that exchanges take place through secure and confidential channels;
and,

Ensure that information is used only for authorised purposes.

2.2. The Ability to Engage with Domestic Competent Authori-
ties

1)

2)

3)

Access the widest possible range of financial, administrative and law enforce-
ment information held by domestic partners, including that stored in databases,
necessary to properly undertake its functions;

Freedom for the FIU to cooperate on its own initiative with the full range of do-
mestic partners, including banks, financial services providers and DNFBPs,
regulatory organisations, law enforcement and other administrative bodies; and

Make its own decisions as to which domestic partners it will engage with, and
how to prioritise those relationships.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal framework:

1)

2)

3)

4)

Grants the FIU/HoFIU explicit functional and budgetary autonomy in deci-
sion-making when it comes to engaging with domestic competent authorities,
including the authority to make arrangements and meet the costs of engage-
ment activities;

Enables the FIU to decide for itself the level of resources it will invest in forming
and maintaining relationships with various domestic partners, and to act freely
on those judgements;

Prohibits interference by any external body, including from the host authority, in
the management of the FIU’s relationships with competent authorities;

Empowers the FIU to interact, communicate, and exchange information with
domestic competent authorities, both spontaneously and upon request;
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5)

6)

7)

Empowers the FIU to access financial, administrative and law enforcement in-
formation, including those held in databases;

Empowers the FIU to use adequate channels to cooperate and exchange infor-
mation in a secure and confidential way; and

Clearly defines confidentiality and permitted uses of exchanged information.

3.2. Governance Mechanisms

FIUs should adopt internal measures such as:

1)

2)
3)

SOPs governing cooperation with domestic competent authorities, including
confidentiality and secure information handling as well as conflict of interest
rules;

SOPs governing arrangements made with domestic competent authorities; and

Decision logs documenting the rationale for requests, refusals, and dissemina-
tion actions.

3.3. Administrative and Structural Considerations

FIUs should have:

1)
2)

3)

A clear organisational placement and structure;

Controlovercommunication channels with domestic competent authorities;
and

Direct authority over the use of the FIU’s resources, including those re-
quired to establish and maintain relationships.

Where full administrative separation is not feasible (e.g., in small jurisdictions), clear
safeguards and documented protocols should be adopted to prevent administrative
structures from exerting operational influence.
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4. Practical Implementation Measures

4.1. Operational Policies

FIUs should develop:
1) Clear and written protocols on responsibilities, processes, and decision-mak-
ing authority;

2) Clear and written procedures governing the practical handling of the coopera-
tionwith domestic competent authorities and the use of information received.
These procedures should cover: the roles and competences of domesticcom-
petentauthorities, the existence and use of relevant registers, the purpose of the
cooperation, communication channels, data confidentiality and access control
requirements, secure communication mechanisms, rules on the use of ex-
changed data and expectations regarding timeliness of exchanges; and

3) Monitoring mechanisms to track compliance with internal policies.

4.2. Capacity-Building
FIUs should:

1) Conducttraining and provide guidance on the cooperation with domestic
competent authorities and the use of information received. These procedures
should cover:

a. therolesand competences of domestic competent authorities;
b. the existence and use of relevant registers;

c. the purpose of cooperation,communication channels,
data confidentiality and access control requirements;

d. limitations on the use of financial data, secure communication
mechanisms; and

e. expectationsregarding timeliness of exchanges.
2) Usetechnology-driven audit trails for transparency; and

3) Participate in Egmont and ECOFEL peer-learning programmes.
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5. Case Examples

5.1. Positive Example

A state’s FIU has a strong legal foundation, clear statutory responsibilities and proce-
dures which are well-understood by other authorities in the jurisdiction. The FIU ben-
efits from full discretion in the analysis and dissemination of financial intelligence,
and the freedom to obtain data from other sources without needing prior permission.
Over the course of a year, the FIU makes regular use of these external connections,
acting on its own initiative, and applies its own judgement in deciding when liaison
with other authorities holding relevant data is necessary. Drawing upon the connec-
tions it has established with other agencies, the FIU produces a series of comprehen-
sive analytical reports. The confidence users can take from these reportsisincreased
because the information available to the FIU is corroborated and complemented by
external sources. Throughout the process, the FIU is allowed to make its own judge-
ments as to which other agencies’ data it needs to obtain and receives prompt coop-
eration from those agencies.

5.2. Negative Example

A state’s FIU has limited access to data other than STRs. This restricts its capacity to
conduct thorough analysis of STRs. In particular, the FIU is prohibited from making
direct approaches to the agencies responsible for maintaining the territory’s proper-
ty ownership and company registries. The FIU is only permitted to request data from
these sources in tightly-restricted circumstances, and with prior permission from the
Finance Ministry. The FIU holds a number of detailed STRs, describing a pattern of ac-
tivity consistent with organised human trafficking through the territory of the FIU. The
STRs suggest that money linked to this offending is being laundered through fictitious
trade activity, and name some of the companies involved. Because the FIU cannot
access data on beneficial ownership in companies, it cannot adequately explore the
indications of trade-based money laundering. As aresult, opportunities to act against
the companies are lost, and the offending continues. The FIU is also impeded from
doing analysis into the ownership of houses used to accommodate the people who
are being trafficked. As a consequence, the reports the FIU is able to produce are of
reduced value to law enforcement, and some of those involved escape investigation.
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6. Red Flags

1)

2)

3)

4)

5)
6)

7)
8)

9)

Requirements for external approval before engaging with domestic competent
authorities;

Requirements for external approval before making arrangements with domestic
competent authorities;

Externalinfluence over FIU decisions over which organisations the FIU should
cooperate with most closely, and which domestic partnerships should be treat-
ed as lower priority;

Restrictions on accessing information from available databases;
Budget allocations controlled by host authority;

Financial, ICT and HR arrangements that limit the FIU’s ability to engage inde-
pendently with domestic competent authorities;

Cooperation needs are influenced by political or industry actors;

Absence of clear internal procedures on cooperation with domestic competent
authorities and handling incoming and outgoing requests; and

Poor feedback regarding the timeliness, quality and effectiveness of responses
to domestic or foreign requests.

7. Monitoring and Evaluation

Independent assessment requires:

1)
2)

3)

4)

5)
6)
7)
8)
9)

Clear legislative framework ensuring operational independence;

Monitoring of whether the FIU is able to engage with domestic competent au-
thorities without prior approval or external interference;

Monitoring of quantity and quality of cooperation and information exchange with
domestic competent authorities;

Clear and precise statistical data on cooperation and information exchange
(quality and quantity);

Feedback on cooperation and information exchange;

Existence of trainings and guidance;

Level of awareness and competence of staff;

Compliance with confidentiality and data protection requirements;

Internal audits of decision logs;
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10) Use of self-assessment tools such as the Egmont Biennial Census,
ECOFEL Checklist or other specific forms, supported by evidence;

11) Regular external legislative compliance reviews;

12) Obligation to report any changes affecting performance under this re-
quirement; and

13) Periodic assessment to identify gaps in access to essential data, and the FIU’s
freedom to obtain that data.

8. Conclusion

The ability to cooperate with domestic competent authorities is a fundamental com-
ponent of an operationally independent FIU. Restrictions on this freedom to cooper-
ate will limit the FIU’s capacity to perform the functions defined under FATF Rec. 29.
This freedom includes the ability to sign MoU to exchange information with domestic
partners and to facilitate direct access to the widest range of financial, administrative
and law enforcement information that it requires to properly undertake its functions.
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Requirement 13b

“The FIU is able to make arrangements or engage independently with oth-
er foreign counterparts on the exchange of information”

1. Introduction

This guidance paper expands on the interpretation and practical implementation of
Requirement 13 from FIUs across different models.

Requirement 13 is grounded in FATF Recommendation 29 (R.29), which sets out the
operational independence requirements for FIUs. This requirement emphasises that
FIUs must have the authority to cooperate and exchange information with foreign
counterpartsindependently, free from prior externalapproval or any undue influence.

This guidance is intended for countries to adapt their FIU legislation, governance, and
operational procedures to ensure compliance with R.29, including autonomous in-
ternational engagement.

2. Interpretation of the Requirement

2.1. Legal Authority

The FIU should have a clear legal mandate to:

1) Exchangeinformationwith foreign FIUs independently, both spontaneously and
upon request;

2) Sign MoUs or other cooperation arrangements with foreign counterparts;

3) Make independent decisions regarding the scope, timing, and format of inter-
national information exchange; and

4) Ensure compliance with legal requirements related to confidentiality and data
protection.

This authority should be explicitly set out in primary legislation to ensure that op-
erational decisions cannot be blocked, delayed or otherwise influenced by external
authorities.
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2.2. Operational Independence

Consistent with R.29, operational independence requires that the FIU can:

1)
2)

3)

4)

5)

Decide autonomously whether to engage with a foreign counterpart;

Determine independently the content and scope of information to be ex-
changed;

Determine the relative urgency of different cases which require information to
be requested and shared internationally;

Respond to requests or initiate spontaneous exchanges without any exter-
nal approval; and

Enter into or terminate cooperation agreements independently.

These decisions must not be subject to political, administrative, or informal influ-
ence of any kind.

2.3. Practical Ability to Engage with Foreign Counterparts

The FIU must have the necessary capacity to carry out these functions, including:

1)

2)

3)

4)

5)

Dedicated staff responsible for international cooperation, with the appropriate
expertise and competencies;

Clearinternal procedures governing the handling of incoming and outgoing inter-
national requests, including spontaneous exchanges;

Access to secure communication channels (e.g., Egmont Secure Web or equiv-
alent);

The capacity to implement and operationalise cooperation agreements inde-
pendently; and

Secure arrangements for storage and onward dissemination of data exchanged
with foreign counterparts, so that FIUs can fulfil commitments over the confi-
dentiality of one another’s data.
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3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure that legal framework governing the FIU:
1) Ensures full operational independence, including in relation to international
engagement;

2) Does notrestrict or unduly limit FIU “s ability to exchange information with for-
eign counterparts;

3) Explicitly authorises the FIU to sigh MoUs or other cooperation agreements
without requiring external approval,;

4) Protects the FIU and its staff from liability for actions taken in good faith in the
course of their duties; and

5) Clearly defines confidentiality obligation and permitted use of exchanged infor-
mation in accordance with Egmont Group of Financial Intelligence Units: Princi-
ples for Information Exchange between Financial Intelligence Units.

3.2. Governance Mechanisms

FIUs should establish:

1) Clearly defined internal mandates governing international cooperation;
2) SOPs for handling outgoing and incoming exchanges;

3) FlIUs should maintain records of all outgoing and incoming information ex-
changes, including any decisions to decline, restrict, or defer the disclosure of
information, along with the justification for such decisions; and

4) Mechanisms to prevent conflicts of interest and to ensure consistent autono-
mous decision-making.

3.3. Administrative and Structural Considerations

FIUs should have:

1) Aclearorganisational placement and structure
2) Controlover communication channels with foreign counterparts

3) Direct authority over the use of the FIU’s resources, including those
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4) requiredto establish and maintain international relationships.

Where full administrative separation is not feasible, clear safeguards and docu-
mented protocols should be adopted to prevent administrative structures from ex-
erting operational influence.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs should develop:

1) Comprehensive written guidelines for international cooperation, clearly outlin-
ing responsibilities, processes, and decision-making authority;

2) Clearcriteria and procedures for handling requests from foreign counterparts,
including timelines, prioritisation, and documentation requirements;

3) Standardised procedures for spontaneous dissemination of financial intelli-
gence, ensuring that decisions are made autonomously, in line with operational
independence principles indicated in R.29;

4) Robust data protection and confidentiality measures, fully compliant with ap-
plicable laws and regulations, including secure storage, controlled access, and
proper handling of sensitive information;

5) Policies that are regularly reviewed and updated, to ensure continued effective-
ness and alignment with evolving international standards and best practices;
and

6) Monitoring mechanisms to assess compliance with internal policies and identi-
fy any deviations or obstacles affecting the international cooperation process.
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4.2. Capacity-Building

FIUs should:

1)

2)

3)

4)

Provide regular training to staff on relevant independence principles, interna-
tional engagement, and international standards for information exchange and
implementation of MoUs or other cooperation agreements;

Ensure that staff whose responsibilities include international cooperation un-
derstand their obligations under the Egmont Charter and the Egmont Principles
of Information Exchange, and adhere to those standards;

Consider participation in Egmont Group and ECOFEL peer-learning pro-
grammes; and

Periodically review international cooperation practices to identify gaps and
improvements, in addition, implement appropriate corrective or enhancement
measures in response to identified findings.

5. Case Examples

5.1. Positive Example

An FIU with full statutory independence was able to exchange information and intel-
ligence with foreign FIUs promptly, without requiring external approval, and signed
MoUs independently, in accordance with its legal mandate.

As aresult:
1) Cross-borderinvestigations were conducted efficiently and without delay;
2) Timely asset recovery and AML/CFT enforcementactions
were successfully achieved; and
3) Operationalindependence and internationalcooperation were fully re-

spected, serving as a best practice example for other jurisdictions.
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5.2. Negative Example

An FIU that required external approval before exchanging information with foreign
counterparts experienced significant delays. There is a restriction on signing MoUs
or other agreements independently in jurisdictions where legislation requires MoUs/
other agreements to exchange information.

Consequences included:

1) Reduced effectiveness of international cooperation;

2) Impedimentsto timely cross-border AML/CFT investigations;

3) An increased risk of missed critical opportunities for asset tracing or en-
forcement action; and

4) The FIUs operationalindependence and decision-making autonomy were com-
promised, undermining FIU effectiveness.

6. Red Flags

1) Requirements for external approval, consultation, or endorsement before ex-
changing information with foreign counterparts, entering cooperation arrange-
ments, or otherwise exercising international cooperation functions;

2) Political, supervisory, law enforcement, ministerial, or other external interfer-
ence in international cooperation activities, including the prioritisation, han-
dling, or outcome of requests;

3) Administrative or bureaucratic arrangements that delay, restrict, or otherwise
impede timely international cooperation;

4) Restrictions on the FIU’s access to financial, administrative, law enforcement,
or other information necessary to support international cooperation;

5) Inadequate safeguards for the confidentiality, security, integrity, or continuity
of exchanged information, including insecure communication channels, inap-
propriate access by non-FIU personnel, or the absence of contingency arrange-
ments;

6) Absence of clear policies, procedures, or standard operating procedures gov-
erning incoming requests, outgoing requests, and spontaneous exchanges of
information;

7) Inadequate documentation and record-keeping of international information

exchanges, preventing a complete and traceable audit trail;
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8) Inadequate monitoring, audit, or review mechanisms for international coopera-
tion activities;

9) Insufficient staffing, expertise, training, or resources to support effective inter-
national cooperation;

10) Limited participation in international cooperation mechanisms or networks,
reducing the FIU’s ability to exchange information and coordinate with foreign
counterparts; and

11) Inconsistent application of operational independence, autonomy, or interna-
tional cooperation principles across cases.

7. Monitoring and Evaluation
Countries should assess:
1) The existence and adequacy of legal provisions ensuring FIU operational
independence, including international cooperation functions;

2) The number, scope, and nature of MoUs concluded independently by the FIU, in
jurisdictions where an MoU is required as a condition for international coopera-
tion;

3) Thetimeliness, quality, and effectiveness of responses to requests from foreign
counterparts;

4) Documented evidence of spontaneous exchange of information with foreign
FIUs;

5) Internalreview, audit, or oversight mechanisms to ensure that operational au-
tonomy is respected in practice;

6) The level of staff awareness, competence, and training in international coopera-
tion, information exchange, and operational independence principles regarding
exchange of information with foreign counterparts;

7) Compliance with confidentiality and data protection requirements, including
staff adherence to internal rules, access controls, and secure handling of ex-
changed information; and

8) Statistical data oninternational cooperation, including:
the number of incoming requests received from foreign counterparts;

a.
b. the number of outgoing requests sent by the FIU;

o

the number and frequency of spontaneous disseminations;

o

average response times for incoming and outgoing requests; and

Page 95 of 125



e. trendsorchanges overtime reflecting the effectiveness of international
engagement.

9) Assessing should require:
10) Regular external legislative compliance reviews;

11) Regular use of self-assessment tools such as the Egmont Biennial Census,
ECOFEL Checklist or other specific forms, supported by evidence; and

12) Obligation to report any changes affecting performance under this requirement.

8. Conclusion

Requirement 13 ensures that FIUs are able to function independently in their inter-
national engagements, in full compliance with FATF Recommendation 29. Countries
should ensure that their FIUs possess the legal authority, operational independence,
and practical capacity necessary to engage autonomously with foreign counterparts.
Strengthening these elements enhances effective international cooperation and
contributes to a more robust global AML/CFT framework.
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Requirement 14

“The FIU is accountable for its activities”

1. Introduction

Requirement 14 establishes a foundational principle of FIU governance: operation-
al independence and autonomy cannot exist without full accountability. This require-
ment operationalises FATF Recommendation 29 and its Interpretive Note (specifi-
cally paragraph 11), which require that the FIU must be able to perform its functions
freely, including the autonomous decision to analyse, request, and disseminate spe-
cific information.

Accountability is not a restriction on independence; rather, it is the foundation upon
which the FIU is granted the authority and capacity to carry out its functions freely.
When an FIU operates with vast powers to access sensitive financial data, it must
demonstrate that it uses those powers responsibly, legally, and efficiently. This ac-
countability speaks to the FIU’s ability to perform its functions strictly in accordance
with its legislative mandate, ensuring it does not act beyond its powers. By imple-
menting robust accountability frameworks that focus on strategic performance and
financial integrity, the FIU builds the public and governmental trust necessary to jus-
tify and sustain its operational autonomy.

2. Interpretation of the Requirement

Requirement 14 encompasses three interrelated core elements that define how an
FIU must demonstrate its responsibility:

2.1. Mandate Compliance and Legal Accountability

Legal accountability requires that the FIU operates strictly within the boundaries of its
statutory mandate. The FIU must be able to demonstrate that its actions, particular-
ly regarding the collection, analysis, and dissemination of financial intelligence; are
legally justified, proportionate, and necessary. This ensures the FIU does not act be-
yond its powers (ultra vires) and respects fundamental rights, including data protec-
tion and privacy laws. Legal accountability is typically demonstrated through adher-
ence to documented SOPs and compliance with judicial or administrative oversight
mechanisms.
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2.2. Administrative and Financial Accountability

Administrative accountability refers to the sound management of public resources
and the efficient operation of the FIU. This includes transparent budget execution,
proper human resource management, and adherence to public sector procurement
rules. The FIU must be able to justify its use of resources to designated oversight
bodies (such as Parliament or a National Audit Office), demonstrating that funding
is utilised effectively to achieve its strategic objectives and that public funds are pro-
tected from waste or corruption.

2.3. The Accountability-Independence Nexus

The critical nuance of Requirement 14 is the relationship between accountability
and independence. Accountability mechanisms must focus on governance, overall
performance, and strategic objectives, rather than operational decisions. Oversight
bodies should evaluate how well the FIU is functioning overall, not what the FIU is
deciding in specific, ongoing cases. Accountability justifies the granting of indepen-
dence; when an FIU demonstrates it is responsible and well-managed, it reinforc-
es the trust required to maintain its operational autonomy. Conversely, if oversight
bodies attempt to use accountability mechanisms to access tactical intelligence or
influence disseminations, they breach the FIU’s operational independence.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure that their legal framework:

1) Clearly identifies the entities or bodies to which the FIU is accountable (e.g.,
parliament, a specific ministry, or an independent oversight committee).

a. Definesthe scope of accountability, focusing explicitly on strategic per-
formance, financial management, and legal compliance.

b. Establishes statutory requirements for periodic reporting, such as the
submission of acomprehensive annualreportto parliamentorthe govern-
ment.

c. Includes explicit legal safeguards ensuring that accountability arrange-
ments do not grant oversight bodies access to operational case files,
tactical intelligence, or the power to influence dissemination decisions.
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3.2. Governance Mechanisms

FIUs should operationalise accountability through internal governance mechanisms,
including:

1)

2)

3)

4)

5)

Developing comprehensive strategic plans with measurable key performance
indicators that allow oversight bodies to assess the FIU’s effectiveness objec-
tively.

Establishinginternalauditand compliance functionsto ensure strictadherence
to SOPs and legal requirements.

Implementing robust financial management systems that comply with national
public finance rules and are subject to regular independent audits.

Creating formal mechanisms for documenting and justifying strategic deci-
sions, ensuring a clear audit trail for governance actions.

An established criteria for rejecting oversight mechanisms which require the
disclosure of sensitive information

3.3. Administrative and Structural Considerations

The structural placement of the FIU impacts how accountability is exercised. FIUs
should ensure:

1)

2)

3)

Where the FIU is anindependent agency, it has direct, formalised channels for
reporting to the legislature or executive branch.

Where the FIU is located within a host authority, accountability reporting lines
are clearly delineated to ensure the HoFIU is accountable for FIU operations,
rather than having accountability diffused through the host authority’s hierarchy.

Accountability reporting is conducted by the HoFIU directly to the designated
oversight body, reinforcing the HoFIU’s ultimate responsibility for the unit’s ac-
tivities.
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4. Practical Implementation Measures

4.1. Operational Policies

FIUs are encouraged to adopt practical tools such as:

1)

2)

3)

4)

Publishing comprehensive annual reports containing aggregated and anony-
mised statistics on FIU activities, trends, typologies, and resource utilisation.

Maintaining documented, up-to-date SOPs for all core functions (analysis,
dissemination, international cooperation) to demonstrate that operations follow
established, objective criteria.

Implementing quality assurance review processes for analytical products to
ensure they meet internal standards before dissemination.

Establishing a formal complaints or feedback mechanism for reporting entities
and competent authorities to raise concerns about administrative processes.

4.2. Capacity-Building

FIUs should:
1) Trainmanagementand staff ontheir legal mandate and the boundaries of their
authority to prevent ultra vires actions.
2) Developinternal capacity for performance measurement and strategic report-
ing to ensure high-quality submissions to oversight bodies.
3) Proactively educate externaloversightbodies onthe FIU’s mandate, the critical

distinction between strategic accountability and operational independence, and
the absolute necessity of confidentiality regarding tactical intelligence.
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5. Case Examples

5.1. Positive Example

An FIU established as an independent administrative authority is required by law to
submit an annual report to a specialised Parliamentary Committee. The FIU devel-
oped a comprehensive reporting framework that details its strategic achievements,
budget execution, and aggregated statistics on STRs received and intelligence dis-
seminations made. The HoFIU appears annually before the committee to answer
questions regarding the FIU’s overall performance and resource needs. When com-
mittee membersoccasionallyaskaboutspecifichigh-profileinvestigations, the HoFIU
cites the statutory confidentiality provisions and declines to comment on operation-
al matters, instead offering to discuss the general typologies involved. This approach
demonstrates full accountability for the FIU’s activities and resource management
while fiercely protecting its operational independence and analytical autonomy.

5.2. Negative Example

An FIU located within a law enforcement agency lacked a defined accountability
framework. It did not publish annualreports or establish measurable performance in-
dicators. When the media criticised the government’s anti-money laundering efforts,
the hostauthority’s leadership demanded thatthe FIU justify its existence by providing
detailed briefings on its most sensitive ongoing cases to a political oversight board.
Because the FIU had not proactively established strategic accountability mecha-
nisms (like statistical reporting or budget audits), it was unable to demonstrate its
value without resorting to operational disclosures. This lack of structured account-
ability led directly to a breach of operationalindependence, as political figures began
attempting to direct the FIU’s analytical priorities based on the case briefings they
received.

6. Red Flags

1) The FIU does not produce or publish regular reports detailing its activities,
performance, or resource utilisation.

2) Accountability or oversight processes are used by external bodies to review,
influence, or question individual cases, analyses, or dissemination decisions.

3) The FIU operates without clear, documented SOPs, making it impossible to au-
dit whether it is acting within its mandate.

4) External oversight bodies demand access to sensitive or confidential
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5)
6)

7)

operational information to verify the FIU’s performance.

The FIU lacks internal mechanisms to track and measure its effectiveness
against strategic objectives.

The HoFIU is not held responsible for the administrative and financial manage-
ment of the unit, with accountability bypassing the HoFIU to a host authority
official.

7. Monitoring and Evaluation

Independent assessment of compliance with Requirement 14 requires:

1)

2)

3)

4)

5)

Reviewing the FIU’s annual reports and strategic plans to ensure they provide
sufficient transparency regarding performance and resource management.

Assessing the legal and administrative frameworks to verify that accountability
mechanisms do not infringe upon operational independence.

Evaluating internal audit findings and compliance reviews to ensure the FIU is
operating strictly within its statutory mandate.

Reviewing financial audits to confirm the sound management of public
resources.

Gathering feedback from designated oversight bodies regarding the quality,
timeliness, and adequacy of the FIU’s accountability reporting.

8. Conclusion

Requirement 14 establishes that accountability and operational independence are
mutually reinforcing concepts. An FIU cannot be truly independent if it is not fully
accountable for its decisions, actions, and resource management. By implementing
robust accountability frameworks that focus on strategic performance, legal compli-
ance, and financial integrity, the FIU demonstrates that it is a responsible steward of
its mandate. This structured accountability builds the public and governmental trust
necessary to justify and sustain the FIU’s authority to analyse, request, and dissemi-
nate financial intelligence free from undue influence.
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Requirement 15

Requirement 15: “The FIU ensures the integrity of its staff and manage-
ment”

1. Introduction

Requirement 15 reflects a foundational principle underpinning the effective func-
tioning, credibility, and operational independence of an FIU. It is closely linked to
FATF Recommendation 29, particularly paragraph 10 of its Interpretive Note, which
requires that FIU staff be of high integrity, maintain professional standards, and be
appropriately skilled.

The integrity of FIU staff and management is essential to safeguarding sensitive fi-
nancialintelligence, preventing undue influence, and maintaining trust with reporting
entities, competent authorities, and international counterparts. Without a strong in-
tegrity framework, the FIU becomes vulnerable to internal abuse and external pres-
sure.

This guidance paper expands on the interpretation and practical implementation of
Requirement 15, drawing on Egmont standards, FATF requirements, and lessons ob-
served through Egmont peer reviews, capacity-building activities, and the Egmont
Biennial Census.

2. Interpretation of the Requirement

Requirement 15 encompasses three interrelated core elements:

2.1. Institutional Integrity

Institutional integrity refers to the existence of formal and enforceable mechanisms
that govern ethical behaviour, professionalism, and accountability within the FIU.
Given the sensitive nature of FIU operations, integrity must be embedded as a struc-
tural requirement rather than relying solely on individual conduct. This includes hav-
ing a legally or administratively binding code of ethics, clear rules on confidentiality,
and explicit prohibitions against misuse of information and conflicts of interest.
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2.2. Individual Integrity of Staff and Management

Integrity also relates to the personal suitability of individuals entrusted with FIU func-
tions. This includes safeguards throughout the employment lifecycle, from recruit-
ment to separation. Good practices include pre-employment vetting, ongoing obli-
gations to disclose conflicts of interest, and periodic re-vetting for staff occupying
sensitive positions. The integrity of senior management, including the HoFIU, is par-
ticularly critical, as leadership conduct sets the institutional tone.

2.3. Integrity as a Safeguard for Operational Independence

Integrity is not an isolated concept; it directly reinforces the FIU’s operational inde-
pendence and autonomy. Weak integrity frameworks create vulnerabilities that may
be exploited to exert political, governmental, or private sector pressure on FIU opera-
tions. Conversely, strong integrity systems act as a protective barrier against interfer-
ence and reinforce the FIU’s credibility domestically and internationally.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure that integrity requirements are supported by an appropriate
legal or regulatory framework that:
1) Mandates confidentiality obligations and sanctions for unauthorised disclosure.
2) Provides a clear ethical framework applicable specifically to FIU functions.
3) Ensuresthatintegrity standards apply equally to management and staff.

4) Aligns with national public-service integrity rules while addressing FIU-specific
risks.

5) Where FIUs are located within a host authority, FIU-specific integrity policies
should be clearly distinguished to reflect the higher sensitivity of financial intel-
ligence work.
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3.2. Governance Mechanisms

FIUs should operationalise integrity through internal governance mechanisms,
including:
1) Mandatory ethics training upon induction and on a recurring basis.

2) Formalacknowledgement by staff of confidentiality and integrity obligations.
3) Segregation of duties to reduce the risk of abuse of access.
4) Audittrails and logging of access to sensitive databases and case files.

5) Secure reporting channels for internal integrity concerns or suspected
misconduct.

3.3. Administrative and Structural Considerations

Human resource policies play a significant role in safeguarding integrity. FIlUs should
seek, to the extent possible, autonomy or protected influence over:

1) Recruitment criteria and suitability assessments (vetting).

2) Assignment of staff to sensitive functions.

3) Performance evaluations linked to ethical conduct.

4) Decisions on rotation, reassignment, or removal from sensitive duties.

5) Where FIU HR functions are administered by a host authority or a central de-
partment, documented safeguards should be in place to ensure that integrity
considerations specific to FIU work are not diluted by general civil service pro-
cesses.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs are encouraged to adopt practical tools such as:

1) Written conflict of interest declarations, updated periodically.
2) Restrictions on secondary employment or external engagements.

3) Cooling-off periods for departing staff moving to regulated sectors, maintaining
confidentiality obligations after departure.

4) Confidential whistleblowing mechanisms with protection against retaliation.

5) Cleardisciplinary frameworks for breaches of integrity or ethical standards.
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4.2. Capacity-Building
FIUs should:

1) Ensureintegrity-focused leadership messaging by the HoFIU.

2) Conduct regular training on ethical dilemmas and conflict of inter-
est management.

3) Participate in peer-learning programmes to share best practices on integrity
frameworks.

4) Developinternalawareness campaigns highlighting the importance of integrity
to the FIU’s mission.

5. Case Examples

5.1. Positive Example

An FIU identified potential integrity risks linked to the departure of senior analytical
staff who had long-term access to sensitive financialintelligence and strategic typol-
ogies. To mitigate these risks, the FIU adopted a set of integrity safeguards, including:
mandatory confidentiality undertakings that continue to apply after separation from
service; a defined cooling-off period during which departing staff were restricted from
employment in regulated entities directly subject to AML/CFT reporting obligations;
internal exit procedures requiring confirmation that access to all FIU systems and
databases had been revoked; and post-employment conflict of interest declarations
for senior staff.

5.2. Negative Example

An FIU lacked formal integrity safeguards governing post-employment conduct.
A senior staff member who had access to ongoing analytical files and intelligence
products left the FIU and shortly thereafter assumed a compliance advisory role with-
in a regulated financial institution. Although no evidence of unlawful disclosure was
established, the absence of cooling-off restrictions and post-employment controls
raised serious concerns among domestic authorities and foreign counterpart FlIUs.
As a result, confidence in the FIU’s ability to safeguard confidential information was
weakened, and international partners became more cautious in sharing sensitive in-
telligence.
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6. Red Flags

1)
2)
3)
4)

5)
6)
7)

Absence of an FIU-specific code of conduct or ethics framework.
Lack of vetting or security clearance procedures for new hires or existing staff.
Unrestricted access to sensitive systems without monitoring or audit trails.

Staff performing duties outside the FIU’s mandate that create conflicts of
interest.

Tolerance of informal externalinfluence or privileged access to FIU leadership.
Weak or unused disciplinary mechanisms for integrity breaches.

Absence of post-employment restrictions or cooling-off periods.

7. Monitoring and Evaluation

1)
2)

3)
4)
5)

Internal audits of access logs and integrity incidents.

Review of disciplinary cases and responses to ensure consistent application of
standards.

Staff surveys on ethical culture and pressure points within the organisation.
Evidence of ethics training and awareness activities (e.g., completion rates).

Regular review and updating of conflict of interest declarations.

8. Conclusion

Requirement 15 is a core pillar supporting the FIU’s operational independence, ef-
fectiveness, and international credibility. Ensuring the integrity of FIU staff and man-
agement is essential to protecting sensitive information, resisting undue influence,
and maintaining trust across the AML/CFT framework. A robust integrity framework
embedded in law, governance, human resources, and institutional culture strength-
ens not only the FIU itself but also the confidence of Egmont Group members and
FATF stakeholders in the FIU’s ability to perform its mandate independently and re-
sponsibly.
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Requirement 16

“FIU funding and governance is transparent”

1. Introduction

Requirement 16 operationalises a critical balance inherentin FATF Recommendation
29 and its Interpretive Note (specifically paragraphs 7 and 11). The fight against mon-
ey laundering and terrorist financing has the promotion of financial transparency as
one of its core objectives. Consequently, the funding and governance structures of
the FIU itself must be transparent.

However, this requirement introduces a vital nuance: the transparency of the FIU’s
administrative operations and governance must be carefully balanced with the FIU’s
absolute obligation to protect the highly sensitive information it receives and the in-
telligence it generates. Operational independence and autonomy must be accom-
panied by checks and balances through various government reporting requirements
that ensure financial transparency, accountability, and integrity. Yet, these reporting
requirements must never become a backdoor for external actors to access tactical
intelligence or exert operational influence. Requirement 16 therefore requires FIUs to
be fully transparent about how they are governed and funded, while remaining strictly
confidential about what they are investigating.

2. Interpretation of the Requirement

Requirement 16 rests on the principle that administrative transparency and op-
erational confidentiality are not mutually exclusive; rather, they must be managed
through distinct, parallel frameworks. It comprises three core elements:

2.1. Transparency of Funding Structures

The FIU must be transparent regarding its financial resources. This means the sourc-
es of its funding, its annual budget allocation, and its overall expenditure must be
clearly documented and subject to standard public financial reporting. Whether the
FIU is an independent agency or embedded within a host ministry, its budget should
be identifiable and its financial management subject to independent audit. This
transparency ensures that the FIU is adequately resourced (supporting Requirement
5) and that public funds are managed with integrity.
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2.2. Transparency of Governance and Accountability

The governance structures of the FIU must be clear and publicly accessible. This in-
cludes transparency regarding the FIU’s legal mandate, its organisational structure,
the reporting lines of the HoFIU, and the mechanisms through which it is held ac-
countable (supporting Requirement 14). Stakeholders, including reporting entities
and the general public, should understand how the FIU is governed, who oversees its
administrative functions, and the strategic objectives it pursues.

2.3. The Confidentiality Balance

The critical limitation on transparency is the protection of operational data. Transpar-
ency requirements must explicitly exempt the disclosure of STRs, ongoing analytical
files, dissemination records, and specific tacticalintelligence. Governance and fund-
ing transparency must never be interpreted by oversight bodies, parliamentarians, or
auditors as a mandate to access operational case files. The FIU must establish clear
boundaries that allow auditors to verify financial propriety without exposing sensitive
intelligence.

3. Implementation Guidance

3.1. Legislative Requirements

Countries should ensure their legal framework:

1) Mandates standard public financial reporting and independent auditing of the
FIU’s budget and expenditures.

2) Requires the publication of the FIU’s governance structure, mandate, and stra-
tegic objectives.
3) Explicitly exempts operational intelligence, STRs, and case-specific data from

general freedom of information laws or public transparency requirements.

4) Establishes clear legal boundaries preventing financial auditors or administra-
tive oversight bodies from accessing tacticalintelligence during their reviews of
FIU governance and funding.
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3.2. Governance Mechanisms

To operationalise this balance, FIUs should adopt internal measures such as:

1)

2)

3)

Publishing an annual report that details budget execution, strategic achieve-
ments, and aggregated (anonymised) statistics, thereby fulfilling transparency
requirements without compromising confidentiality.

Implementing strict data segregation within the FIU’s IT systems, ensuring that
administrative and financial records (which are subject to audit) are kept entire-
ly separate from operational intelligence databases.

Developing clear protocols for engaging with external auditors, specifying exact-
ly what administrative data will be provided and how operational confidentiality
will be maintained during the audit process.

3.3. Administrative and Structural Considerations

FIUs should ensure that:

1)

2)

When embedded within a host agency, the FIU’s specific budget and gover-
nance arrangements are clearly delineated from the host’s general operations,
allowing for targeted transparency.

The HoFIU acts as the primary interface for all transparency and accountability
reporting, ensuring that external requests forinformation are properly vetted to
protect operational confidentiality.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs should develop a comprehensive public communication strategy. This strategy
should proactively publish information regarding the FIU’s governance, funding, and
anonymised typologies, demonstrating a commitment to transparency. Simultane-
ously, the FIU must establish strict internal policies guiding staff on how to handle re-
quests for information from oversight bodies or the public, ensuring that operational
data is never inadvertently disclosed under the guise of administrative transparency.
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4.2. Capacity-Building
FIUs should ensure that:

1) Financial and administrative staff are trained on how to prepare transparent
financial reports that satisfy audit requirements without revealing operational
details (e.g., reporting total expenditure on analytical software without detailing
the specific targets being analysed).

2) External auditors and oversight bodies are briefed on the FIU’s strict confiden-
tiality obligations before commencing any review of the FIU’s funding or gover-
nance.

5. Case Examples

5.1. Positive Example

An FIU located within a Ministry of Finance is subject to annual review by the National
Audit Office. To comply with transparency requirements while protecting operational
independence, the FIU established a specialised audit protocol. Under this protocol,
the auditorsare givenfullaccesstothe FIU’sfinancialledgers, procurementcontracts,
and HR records. However, the protocol explicitly prohibits auditors from accessing
the FIU’s intelligence database. When auditors need to verify travel expenditures, the
FIU provides the financial receipts but redacts the specific operational targets of the
meetings. This approach ensures complete transparency of funding and governance
while maintaining absolute operational confidentiality.

5.2. Negative Example

A national parliament passed a broad “Government Transparency Act” requiring all
state agencies to publish detailed justifications for their expenditures. The legisla-
tion failed to include specific exemptions for the FIU. Subsequently, a parliamentary
oversight committee demanded that the FIU publicly justify its expenditure on inter-
national travel by providing the names of the foreign agencies visited and the specific
cases discussed. Lacking clear legal boundaries to protect operational data, the FIU
was forced to disclose sensitive tactical information in a public hearing. This severe
breach of confidentiality, conducted under the guise of funding transparency, de-
stroyed the FIU’s operational independence and led to its suspension from interna-
tional intelligence-sharing networks.
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6. Red Flags

1) Legislation governing public transparency or freedom of information lacks ex-
plicit exemptions for the FIU’s operational intelligence and STR data.

2) Financial auditors or administrative oversight bodies demand access to opera-
tional case files to verify the FIU’s budget execution.

3) The FIU fails to publish basic information regarding its legal mandate, gover-
nance structure, or aggregated performance statistics, operating in complete
secrecy.

4) The FIU’s budget is so deeply co-mingled with a host agency’s funds that itis
impossible to transparently determine how much funding the FIU actually re-
ceives or expends.

5) Requirements to report on tactical intelligence or specific ongoing cases are
used by external actors as a precondition for budget approval.

6) The FIU lacks internal data segregation, meaning administrative staff or external
auditors can easily access sensitive intelligence databases.

7. Monitoring and Evaluation

Independent assessment of compliance with Requirement 16 requires:

1) Reviewing the FIU’s published annual reports and public communications to
ensure they provide adequate transparency regarding governance and funding.

2) Analysingthe legal framework to verify that robust exemptions exist protecting
operational intelligence from public disclosure or administrative audit.

3) Evaluating the protocols used during independent financial audits of the FIU to
ensure operational confidentiality was maintained.

4) Assessingthe FIU’s internal data segregation and access controls to confirm
that administrative transparency does not compromise intelligence security.

8. Conclusion

Requirement 16 highlights the balance in FIU governance between transparency
and confidentiality. While administrative and financial operations should be trans-
parent to ensure accountability, intelligence and analysis must remain confidential
to protect sensitive information and preserve operational integrity.
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Requirement 17

“The FIU demonstrates leadership to promote operational independence
and autonomy”

1. Introduction

Requirement 17 operationalises the proactive dimension of FATF Recommendation
29 and its Interpretive Note (specifically paragraph 8), which require that the FIU must
be able to perform its functions freely and be protected from undue influence or in-
terference.

While manyrequirements focus onthe structural, legal, and administrative safeguards
that protectan FIU from externalinterference, Requirement 17 focuses on the internal
culture and proactive posture ofthe FIU itself. Operationalindependenceis not merely
a static legal status granted by statute; it is a dynamic operational reality that must
be actively defended, promoted, and exercised by the FIU’s leadership. The HoFIU
and the senior management team bear the primary responsibility for establishing a
culture that values autonomy, resists inappropriate pressure, and continuously ed-
ucates external stakeholders on the necessity of the FIU’s independence. Without
strong, proactive leadership, even the most robust legal frameworks can erode over
time through subtle administrative encroachment or political pressure.

2. Interpretation of the Requirement

Requirement 17 rests on the principle that independence must be actively managed
and championed from within. It comprises three core elements:

2.1. Cultivating an Internal Culture of Independence

Leadership begins within the FIU. The HoFIU and senior management must foster
an institutional culture where operational independence, analytical objectivity, and
strict confidentiality are viewed as paramount professional values. Staff must be
empowered to conduct their analysis without fear or favour, and they must feel fully
supported by management if they encounter external pressure or attempts at undue
influence. This culture ensures that the FIU acts as a cohesive, resilient unit capable
of withstanding external challenges.
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2.2. Proactive Stakeholder Engagement and Education

The FIU does not operate in a vacuum; it interacts constantly with reporting enti-
ties, law enforcement, government ministries, and political oversight bodies. Many of
these stakeholders may not fully understand the unique mandate of the FIU or the
strict FATF requirements regarding its independence. FIU leadership must proactive-
ly engage with these stakeholders, educating them on the boundaries of the FIU’s
autonomy, the reasons for its strict confidentiality, and the legal limits of their inter-
action with the unit. By setting clear expectations early, leadership prevents misun-
derstandings that could later manifest as undue influence.

2.3. Defending the Mandate against Encroachment

Leadership requires the courage to defend the FIU’s mandate when it is challenged.
This includes formally resisting attempts by host agencies to commandeer FIU staff
(Requirement 11), pushing back against oversight bodies demanding access to tacti-
calintelligence (Requirement 16), and refusing to alter analytical conclusions based
on political convenience. The HoFIU must be prepared to use the legal and adminis-
trative tools at their disposal to protect the unit’s operational boundaries, document-
ing instances of attempted interference and escalating them through appropriate le-
gal or governance channels when necessary.

3. Implementation Guidance

3.1. Legislative Requirements

While leadership is primarily a behavioural requirement, countries should ensure their
legal framework supports it by:

1) Explicitly granting the HoFIU the legal standing to represent the FIU inde-
pendently in domestic and international forums, allowing them to advocate for
the unit’s autonomy.

2) Providing the HoFIU with direct access to high-level government officials or
parliamentary committees to report instances of attempted undue influence or
structural encroachment.

3) Ensuringthe HoFIU hasthe statutory authoritytoissue bindinginternalpolicies
regarding operational independence and staff conduct.
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3.2. Governance Mechanisms

To operationalise this leadership, FIUs should adopt internal measures such as:

1) Developingaformal“CharterofIndependence” orinternal code of conductthat
explicitly defines what constitutes undue influence and outlines the procedures
staff must follow if they experience it.

2) Establishing a formal protocol for documenting and reporting all interactions
with political figures or senior government officials regarding specific operation-
al matters.

3) Creating a strategic communications plan that regularly reinforces the FIU’s in-
dependent status in its public reports, website, and interactions with the media.

3.3. Administrative and Structural Considerations

FIUs should ensure that:

1) The HoFIU is positioned at a sufficiently senior level within the national admin-
istrative hierarchy to engage as an equal with the heads of law enforcement
agencies and government ministries, ensuring their advocacy for independence
carries appropriate weight.

2) TheFIUmaintains anindependentlegal advisory capacity, allowingthe HoFIU to
seek objective counsel on how to defend the unit’s statutory autonomy against
administrative challenges.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs should implement a “Shielding Policy” that requires all external requests
concerning ongoing operational analysis to be routed exclusively through the
HoFIU or designated senior deputies. This prevents external actors from pres-
suring junior analysts directly. Furthermore, the FIU should establish a clear, doc-
umented escalation matrix for instances where external bodies attempt to by-
pass established protocols or demand inappropriate access to intelligence. The
HoFIU must ensure that these policies are not just written, but actively enforced.
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4.2. Capacity-Building
FIUs should:

1) Incorporate scenario-based training on operational independence into the on-
boarding process for all new staff, teachingthem how to identify and respond to
subtle forms of undue influence.

2) Conductregular leadership seminars for senior FIU management, focusing
on negotiation, conflict resolution, and strategies for defending institutional
boundaries.

3) Proactively offer briefings to newly appointed government ministers, parliamen-
tarians, and heads of partner agencies, explaining the FIU’s mandate and the
critical importance of its operational autonomy under the FATF standards.

5. Case Examples

5.1. Positive Example

Following a nationalelection, a newly appointed Minister of Interiorrequested thatthe
FIU provide a weekly briefing on all ongoing investigations involving members of the
political opposition. Recognising this as a severe threat to operationalindependence,
the HoFIU demonstrated strong leadership. Relying on the FIU’s statutory indepen-
dence and internal protocols, the HoFIU formally declined the request in writing,
citing the FATF standards on undue influence and national confidentiality laws. Si-
multaneously, the HoFIU proactively offered to provide the Minister with aggregat-
ed, anonymised strategic typologies regarding political corruption. By setting a firm
boundary while offering a constructive, legally permissible alternative, the HoFIU
successfully defended the FIU’s autonomy and educated the new Minister on the
limits of their authority.

5.2. Negative Example

An FIU was embedded within a national police force. The Chief of Police frequent-
ly bypassed the HoFIU, directly contacting junior FIU analysts to demand that they
prioritise the analysis of STRs related to the Chief’s personal areas of interest, while
ignoring other high-risk areas. The HoFIU, lacking strong leadership and fearing ca-
reer repercussions, acquiesced to this practice and failed to establish any internal
protocols to shield the analysts. The internal culture of the FIU rapidly deteriorated;
analystsfeltunsupported and begantailoring theirintelligence products to please the
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Chief of Police rather than following objective analytical standards. The HoFIU’s fail-
ure to proactively defend the unit’s operational boundaries resulted in the complete
loss of the FIU’s de facto independence.

6. Red Flags

1)

2)

3)

4)

5)

6)

The HoFIU routinely capitulates to external demands that compromise the FIU’s
operational priorities or confidentiality, failing to defend the unit’s statutory man-
date.

FIU staff report feeling unsupported by management when they face pressure
from external agencies or political figures regarding their analytical work.

The FIU lacks internal policies or protocols defining how staff should handle
attempts at undue influence or inappropriate requests for information.

The FIU’s leadership makes no effort to educate external stakeholders, report-
ing entities, or government officials about the FIU’s independent status and
mandate.

External actors (e.g., host agency executives or politicians) routinely bypass the
HoFIU to directly instructor pressure junior FIU staff.

The HoFIU avoids engaging in necessary administrative or legal disputes to pro-
tect the FIU’s budget, staffing, or IT infrastructure from encroachment by host
agencies.

7. Monitoring and Evaluation

Independent assessment of compliance with Requirement 17 requires:

1)

2)

3)

4)

Conducting confidential interviews or surveys with FIU staff to assess the inter-
nal culture regarding independence and whether they feel supported by leader-
ship in resisting external pressure.

Reviewing the FIU’s internal policies, codes of conduct, and escalation proto-
cols to verify the existence of formal mechanisms designed to protect opera-
tional autonomy.

Evaluating the FIU’s external communications and stakeholder engagement
strategies to determine if the unit proactively promotes its independent status.

Examining historical instances where the FIU’s mandate or resources were
challenged, assessing how effectively the HoFIU responded to and defended
against those challenges.
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8. Conclusion

Requirement 17 underscores that operational independence is not self-sustaining; it
requires constantvigilance and proactive defence. Arobust legal framework is heces-
sary, but insufficient without a HoFIU and senior management team willing to cham-
pion that framework in practice. By cultivating a resilient internal culture, proactively
educating stakeholders, and demonstrating the courage to resist undue influence,
FIU leadership transforms theoretical autonomy into a practical reality. Ultimately,
the strength of an FIU’s independence is measured not just by the laws that protect
it, but by the leadership that enforces those laws.
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Requirement 18

“The evaluation of operational independence and autonomy should not be
limited to the examination of the governance structure but also take into
account how the governance structure is applied in practice”

1. Introduction

Requirement 18 serves as the final and arguably most important one of the Egmont
Group’s framework on operational independence and autonomy. It operationalises
the core intent of FATF Recommendation 29 and its Interpretive Note (specifically
paragraph 8), which require that the FIU must be able to perform its functions freely
and be protected from undue influence or interference in practice, not merely on pa-
per.

This requirement addresses a fundamental reality observed in global AML/CFT as-
sessments: the existence of a robust legal and governance framework (de jure inde-
pendence) does not guarantee that the FIU actually operates independently in re-
ality (de facto independence). Conversely, an FIU with a seemingly weak structural
placement (e.g., deeply embedded within a law enforcement agency) may, through
strong leadership and established conventions, achieve a high degree of practical
autonomy. Therefore, any meaningful evaluation of an FIU’s independence must look
beyond the statute books and organisational charts to examine the lived reality of the
FIU’s daily operations, its interactions with external stakeholders, and the actual be-
haviour of the individuals involved.

2. Interpretation of the Requirement

Requirement 18 rests on the principle that operational independence is a dynamic,
behavioural phenomenon rather than a static structural state. It comprises three core
elements:

2.1. The Distinction between De Jure and De Facto Indepen-
dence

De jure independence refers to the formal, legal, and structural safeguards estab-
lishedin primary legislation, regulations, and formalgovernance documents. De facto
independence refers to how those safeguards are respected, applied, or circumvent-
ed in practice. Acomprehensive evaluation must assess both dimensions, recognis-
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ing that a perfect legal framework can be entirely undermined by informal political
pressure, administrative obstruction, or weak FIU leadership (as addressed in Re-
quirement 17).

2.2. The Impact of Individual Behaviour and Culture

The practical application of governance structures is heavily dependent on the ac-
tions, integrity, and culture of the individuals involved—both within the FIU and
among its external stakeholders. A governance structure that functions perfectly un-
der one HoFIU or supervising Minister may fail completely under another if the new
actors choose to exploit ambiguities in the law or ignore established conventions.
Evaluating independence in practice requires assessing the institutional culture, the
resilience of the FIU staff, and the political will of the broader government to respect
the FIU’s boundaries.

2.3. The Vulnerability of Administrative Dependencies

Even when an FIU possesses strong legal autonomy regarding its core analytical
functions, its de facto independence can be severely compromised through admin-
istrative dependencies. If a host agency controls the FIU’s IT infrastructure, procure-
ment processes, or human resources, it can exert immense practical influence over
the FIU without ever issuing a formal operational directive. Evaluating practical in-
dependence requires scrutinising these administrative choke points to determine if
they are being used to exert undue influence.

3. Implementation Guidance

3.1. Legislative Requirements

While this requirement focuses on practical application, the legal framework must
facilitate this by:

1) Ensuringthat primary legislation is sufficiently detailed to minimise ambiguities
that could be exploited to undermine the FIU’s independence in practice.

2) Establishing independent oversight or judicial review mechanisms that the
HoFIU can access if the FIU’s de facto independence is threatened by adminis-
trative or political actors.

3) Mandating periodic,independentreviews ofthe FIU’s operational effectiveness
and autonomy, ensuring that evaluations look beyond mere legal compliance.
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3.2. Governance Mechanisms

To ensure governance structures are applied effectively in practice, jurisdictions

should:

1)

2)

3)

Develop detailed SOPs and MoUs that translate high-level legal principles of in-
dependence into concrete, day-to-day operational rules, particularly regarding
interactions with host agencies.

Establish formal mechanisms for documenting and auditing instances where
external actors attempt to influence the FIU’s operational priorities or access its
data, creating a verifiable record of de facto challenges.

Ensure that accountability reporting (as per Requirement 14) includes an as-
sessment by the HoFIU of any practical challenges to the unit’s operational
autonomy encountered during the reporting period.

3.3. Administrative and Structural Considerations

Evaluators and competent authorities should ensure that:

1)

2)

The FIU’s administrative arrangements (budget execution, IT management, HR)
are stress-tested to verify that they function independently in practice, even
during periods of political transition or institutional friction.

The physical security and access controls of the FIU are strictly enforced in real-
ity, not just documented in policy, ensuring that host agency personnel cannot
casually access FIU premises or systems.

4. Practical Implementation Measures

4.1. Operational Policies

FIUs should implement a “Practical Autonomy Audit” as part of their internal quality
assurance processes. This involves regularly reviewing how specific operational deci-
sions (e.g., the decision to disseminate a high-profile intelligence report or the hiring
of a senior analyst) were actually made, verifying that the formal governance struc-
tures were respected and that no undocumented external influence occurred. Fur-
thermore, the FIU should maintain a “Risk Register for Operational Independence,”
actively tracking practical vulnerabilities—such as reliance on a host agency’s ageing
IT servers—and developing mitigation strategies before these vulnerabilities can be
exploited to exert influence.
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4.2. Capacity-Building
FIUs and competent authorities should:

1) Train FIU staff not only on the legal framework of their independence but on the
practical tactics often used to undermine it (e.g., informal requests for informa-
tion, administrative delays, budget withholding).

2) Engage with national AML/CFT assessors and auditors to ensure they under-
stand the necessity of evaluating de facto independence, providing them with
the tools to look beyond the statutory framework.

3) Foster a culture of transparency within the FIU where staff feel comfortable
reporting instances where formal governance structures are being bypassed or
ignored in practice.

5. Case Examples

5.1. Positive Example

An FIU was established as a department within the Ministry of Finance. On paper (de
jure), the Minister had broad authority over the FIU’s budget and administrative poli-
cies. However, in practice (de facto), the Minister and the HoFIU established a strong,
documented convention that the Minister would never inquire about specific opera-
tional cases and would automatically approve the HoFIU’s budget allocations within
the agreed national envelope. When a new Minister was appointed, the HoFIU proac-
tively briefed them on this convention, and the new Minister formally endorsed it in
writing. Despite a structural setup that appeared vulnerable to political interference,
the practical application of the governance structure, supported by strong leadership
and established conventions, ensured a high degree of de facto operational indepen-
dence.

5.2. Negative Example

An FIU was established by statute as afullyindependent administrative authority, with
its own budget, dedicated IT systems, and a HoFIU appointed for a fixed, apolitical
term. On paper, it possessed perfect de jure independence. However, in practice, the
HoFIU was a former senior police officer who maintained deep, informal loyalties
to their former colleagues. The HoFIU routinely bypassed the FIU’s formal analytical
prioritisation matrix, directing analysts to focus exclusively on cases requested infor-
mally by the police, while ignoring complex financial crimes reported by the banking
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sector. Furthermore, the HoFIU allowed police investigators informal access to the
FIU’s databases. Despite a flawless legal and governance structure, the FIU had zero
de facto operational independence, functioning entirely as a subordinate unit of the
police force due to the practical behaviour of its leadership.

6. Red Flags

1) Asignificant disconnect between the formal legal framework guaranteeing inde-
pendence and the actual operational reality observed within the FIU.

2) TheFIU possesses strong statutoryindependence, butrelies entirely on a host
agency for critical administrative functions (IT, HR, procurement) which are fre-
quently delayed or manipulated to exert control.

3) Formalgovernance protocols (e.g., requirements for written requests for intelli-
gence) are routinely bypassed in favour of informal, undocumented communi-
cations with external actors.

4) The FIU’s operational priorities shift dramatically and immediately following a
change in government or the appointment of a new supervising Minister, de-
spite no change in the legal mandate.

5) FIU staff express cynicism regarding the unit’s independence, noting that “the
rules on paper don’t match how things actually work here.”

6) National AML/CFT assessments focus exclusively on the passage of legislation

without examining whether the FIU actually exercises its autonomous powers in
practice.

7. Monitoring and Evaluation

Independent assessment of compliance with Requirement 18 requires a fundamen-
tally different approach than assessing the other requirements:

1)

2)

Moving beyond desktop reviews of legislation to conduct in-depth, confidential
interviews with FIU staff, former HoFIU’s, and external stakeholders to under-
stand the lived reality of the FIU’s operations.

Examining specific operational decisions (e.g., a major dissemination or a con-
troversial hiring decision) to determine how the decision was made in practice,
including who was involved, what approvals were required, and whether any
undue influence or interference was exerted.
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3) Evaluating the effectiveness of the FIU’s administrative dependencies, testing
whether the FIU can actually execute its budget or upgrade its IT systems with-
out facing undue obstruction from host agencies.

4) Assessingthe institutional culture of the FIU to determine if operational inde-
pendence is actively defended by leadership or merely treated as a theoretical
legal concept.

8. Conclusion

Requirement 18 is the ultimate test of an FIU’s operationalindependence. It recognis-
es that laws and governance structures are only as effective as theirimplementation.
Even a strong legal framework cannot protect an FIU if its leadership fails to enforce
it, while structural weaknesses can be mitigated by a culture of integrity and non-in-
terference. By requiring evaluations to examine not only the de jure framework but
also the de facto reality, the Egmont Group ensures that operational independence
remains a practical safeguard protecting the FIU’s role in combating illicit finance.
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